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TOM TAT

Ngay nay, internet da trd nén pho bién, ciing véi sy phat
trién manh mé cong nghé dién toan ddm may, loT va dién
thoai thong minh da thuc day su gia ting nhanh chong cia
g dung phat trién trén nén tang web. D& bao vé cac ung
dung web, hé thong phat hién/ngin chin xam nhap trai
phép dugc phat trién dwoc goi 1a twdng lira wng dung web
(WAF). Chirc ning nhan dang tan cong trén WAF thuong
dugc phan loai thanh hai phwong phap 1a dya trén quy tic
va bat thuong. M6 hinh dua trén bat thuong vé 1y thuyét co
thé nhan dang cac truy van doc hai chua dugc biét ¢én bang
cach quan sat cac dir liu truy van. Trong nghién ctru nay,
chung t6i d& xuat phuong phap xay dung vector dic trung
bang cach chuyén doi cdu tric va thong ké cac thanh phan
cua chudi truy van. Sau do, vector dic trung sé 1a dau vao
cho cac thuat toan phan loai khong giam sat dé nhan dang
truy van bat thuong. Két qua thir nghiém véi thuat toan K-
means, DBSCAN, Isolation Forest cho thiy DBSCAN c6
d6 chinh xac cao nhat (Accuracy>96%, F1-Score >97%),
ngay ca dbi véi tng dung web dé& nhan dang nham nhu xac
thuc va dang ky. Tinh hi¢u qua cua phuong phap 1a st dung
dir liéu khong can dan nhin trudc nén gitp viéc trién khai
trén WAF dé dang hon.

1. GIOI THIEU

Ngay nay, tng dung web di tré nén phd
bién véi cac vu diém 1a truy cdp & moi noi chi
can co két ni internet, trién khai va cap nhat dé
dang, yéu cau hé théng don gian hon (thuong
chi yéu cau cao ¢ may chi web) so véi ung
dung truyén théng (phat trién dudi dang cai dat
tai may tinh dé ban). Do dé, tng dung web tro

thanh d6i twong tan cong cua toi pham mang
may tinh. Theo bdo cdo Verizon Data Breach
Investigations Report (DBIR) 2023 (Langlois et
al., 2023) c6 dén 80% hanh dong tin cong giy
su ¢b hé théng 13 nham vao tng dung web.
WAF duoc xem la cong cu hitu higu dé bao
vé ung dung web trudc cac tAn cong. WAF la
mot 16p bao mat trung gian gitra tng dung web
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va ngudi ding nham phat hién, ngan chan truy
van trai phép. Chic niang kiém tra truy van
(WAF inspection) cia WAF c6 thé phan tich
cac ludng dir liéu truy cap vao ung dung web
bao gdbm giao thiec HTTP va HTTPS. Béi voi
cac két ndi ma hoa HTTPS, chirc ning nay st
dung mét chiang chi SSL/TLS duogc cip dé
chuyén dir liéu chuyén tir dang ma hoa sang
dang vin ban tho dé kiém tra noi dung. Chuc
nang nhan dang tan cong trén WAF thuong bao
gom hai phuong phap 1a dya trén quy tic va bét
thudng. Phuong phéap dya trén quy tic dé dang
xay dung va c6 hiéu qua cao khi bao vé chdng
lai cac truy Van tin cong da biét hoac tao ra
chinh sach phu hop véi ung dung web. Han ché
ctia phuong phap nay 1a yéu cau hiéu rd chi tiét
cu thé caa cac mdi de doa va phu thudc vao co
so dir lidu cac quy tac. Phuong phéap dua trén sy
bat thuong & quan sat cac truy cap dén tng
dung web dé xay dung mot mé hinh 6 thé phat
hién cac truy van bat hop phap. Do d6, m6 hinh
c6 thé nhan ra mot truy van tin cong chua dugc
biét dén hay khong co trong co s dit liéu. Tuy
nhién, phuong phép dya trén su bat thudng gap
phai mot sé thach thirc sau:

+ Khi trién khai WAF thong thuong sé
khong biét trude duge dic diém caa tng dung
web can bao vé nhu: nén tang web phat trién,
ngon ngir phat trlen hé théng quan 1y noi dung
su dung, ... di rang diéu nay anh huong rat Ion
dén loai tan cong, khai thac 16 hong ddi véi hé
théng. Do d6, phuong phap nhan dang bat
thuong phai c¢6 kha nang xu ly doc 1ap vai cac
dic diém cua ung dung web.

+ Thong thuong ty Ié nhan dang nham céc
truy van binh thuong thanh tin cong trong cac
hé thong dua trén bat thudng cao hon so véi cac
hé thong dua trén quy tic (Dong et al., 2018;
Sureda Riera et al., 2020; Dau et al., 2022).

+ Phuong phap dua trén bt thuong doi hoi
rat nhicu tai nguyén tinh toan dé xay duyng mo
hinh (Dau et al., 2022).

+ Khi trién khai WAF, céc truy van co thé
bao gom cac truy van doc hai va binh thuong.

Vi thé, dir liéu duoc thu thap tu dong dé huan
luyén cac thuat toan phan loai c6 giam sat kho
thuc hién.

+ WAF xur Iy duoc truy van & ché do thoi
gian thyc, tbc do xur 1y nhanh diéu nay c6 thé
khong phu hop mot sé mé hinh c6 thoi gian
huin luyén 16n va thuét toan c6 muc d6 tinh
toan phuc tap.

Trong bao cao nay, ching toi dé xuat
phuong phap trich xuét thong tin cua chudi truy
van bang ky thuét Chuyen dbi cau tric va thong
ké chudi truy van nham tao ra vector dic trung.
Sau d6, vector 14 dau vao cho phwong phap hoc
khong giam sat dé phan loai thanh hai 16p bat
thuong va binh thuong. Phuong phép khong bi
anh huong bai ki thuat chuyén déi ky tu (URL
Encoding) va giao thirc ma hoéa https do dugc
thue hién sau khi chie niang kiém tra cia WAF
thuc thi nén dir liu két néi lac nay da duogc giai
ma thanh dang dix li¢u van ban tho. Nhitng dong
g6p chinh ctia nghién clru nay nhu sau:

(1) Pé xuat cach tiép can chuyén doi cau
trac va théng ké chudi truy van dé xay dung
vector ddc trung ma khong phy thudc vao déc
diém g dung web cuy thé.

(2) Ap dung phuong phap hoc khong giam
sat phu hop dé phat hién truy van bat thuong
dua vao bd dir liéu vector dac trung.

Phan 2 cung cép co sd va nghién ciru lién
quan vé cac phuong phap va mé hinh phat hién
tan cong web dua trén sy bt thuong. Phan 3 mo
ta chi tiét vé ky thuat chuyén doi ciu trac va
thdng ké chudi truy van dé xay dung vector dic
trung. Phan 4 trinh bay viéc thu thap va xir ly
trugc dir liéu dé thuc hién kiém nghiém. Tiép
theo, phan 5 danh gia hiéu qua cua phuong phap
bang cach sir dung cac phuong phéap hoc khong
giam sat. Cudi cung, phan 6 két luan va cac
hudng nghién ctru trong tuong lai.

2. NHUNG CONG TRINH NGHIEN CUU
LIEN QUAN

Mot trong nhiing vén dé co ban trong bao
mat ang dung web 1a két ndi tir phia nguoi dung
rat kho dé kiém soat nhu mong mudn. Nguoi
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dung c6 thé tao hodc tily chinh bat ky dir liéu
dau vao nao dé duoc chuyén tro lai may cha
web xt 1y. Ung dung web trao ddi thong tin voi
nguoi dung thong qua giao thuc HTTP/S trén
moéi  truong mang. Mot URL  (Uniform
Resource Locator) duoc sir dung dé xac dinh
duy nhat mot tai nguyén trén Web. Mot URL c6
ciu trac minh hoa nhu hinh I:

A .|| Gid tri tham

http(s)://www.example.com:8080/products/search?q=1&enable = true

oy

Giao thitc Dia chi Cong Pudmg dan

Chuditruy van

Hinh 1. mo ta cu tric cua truy van ang dung
web

Céu trac URL bao gom giao thic, dia chi
may chu, cong két ndi, duong dan va chudi truy
van. Vi du: “/Products/search” 1a duong dan
nham xac dinh tai nguyén cu thé trong may chu.
Tuy nhién, d6i véi tng dung web duong dan
thuong c6 nghia la mot chirc nang (hanh dong)
cu thé. Hinh 1, mé ta chic ning tim kiém san
pham, ky tu “?” x4c dinh bt dau chudi truy van,
ky tu “&” phan cach cac tham sé trong chudi
truy vén, “q=1&enable=true” 1 ndi dung chudi
truy van. “q=1” 1a mot tham s véi “q” 1a tén,
“1” 1a gia tri.

Dbé dam bao tinh 6n dinh va an toan cua hé
thdng, may cha web thudng cdu hinh mic dinh
gidi han kich thudc téi da cua chudi truy van
(bang 1) mac du trong tiéu chudn chinh thirc
RFC 2616 (HTTP/1.1) khong qui dinh mot cach
16 rang. Ngoai ra, qua khao sat cac thiét bj WAF
ctia cac nha cung cap thiét bi bao mat ndi tiéng
Barracuda, Fortinet va Imperva cho thay cau
hinh mic dinh, khuyén nghi kich thuéc nho hon
4096 bytes (bang 2).

Bang 1. Do dai ti da chudi truy van trong ciu
hinh méc dinh cla cac may chu web

Tén may chu Tén thudc tinh  Gia tri
(byte)
Microsoft 11S maxQueryString 2048
(2022)
Apache LimitRequestLine 8190

(Core - Apache
HTTP Server
Version 2.4, n.d.)
Nginx

(Module
Ngx_Http_Core_
Module, n.d.)

large_client_head 4096

er_buffers

Béng 2. Thong tin cAu hinh khuyén nghi, méc dinh
Cua céc nha cung cap WAF

Nha cung cép Tén thudc tinh Gia tri
(byte)

Barracuda - Chiéu dai téi da 4096

(Configuring truy van

Request Limits, - Chiéu dai ti da 4096

2020) URL

Fortinet - Chiéu dai tén 1024

(Configuring an tham sb URL t6i da

HTTP Protocol - Chiéu dai gia tri 4096

Constraint tham s6 URL tbi da

Policy, n.d.)

Imperva Chiéu dai gia tri 4096

(Imperva tham s6 URL tbi da

Documentation

Portal, n.d.)

Céc truy van doc hai tin cong vao (g dung
web thuong thay dbi sy phan phdi va trinh tu
cta ky tu trong chudi. Trong danh sach Top 10
OWASP (du 4n mé vé bao mat ing dung Web)
¢6 nhiéu 15 hong bao mat st dung cac ki thuat
thay d6i noi dung cua http, url nhu: 18i nhing
mi (A03); pha v& kiém soat truy cap (A01); st
dung thanh phan da ton tai 15 hong (A06), cac
k§ thuat khai thac thong tin dua trén cau tric
http nhu: http parameter pollution, http verb
tampering, http flood, http host header, http
header injection, ...

Nhiéu mé hinh nhan dang tin cong dua trén
su bit thuong da duoc nghién ciru va cha yéu
tap trung vao phan tich yéu cau http. Cac mod
hinh nhan dang bt thuong trén mot yéu cau dau
vao c6 thé phan thanh cac nhom 1a: dua trén k¥
thuat thong ké cac tham sb http (Kruegel &
Vigna, 2003; Kruegel et al., 2005), dya trén
chuyén ddi chudi url sang dang cac vector dic
trung hodc ma tran sau do dung céac thuat toan
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phan 16p dé phat hién bat thuong (Kruegel et
al., 2005; Vartouni et al., 2018; Le Dinh &
Xuan, 2017; Dau et al., 2022), két hop nhiéu
thong tin ciia mot yéu cau http.

Theo nghién ctru cua Kruegel, cac mo hinh
nhén dang dwa vao cAu triic yéu cau http s€ kiém
tra cau trac va tinh logic cua mot yéu cau gui
dén may chu, nham phat hién céc cau tric 16i va
doc hai bao gém: duong dan, tham sb caa cua
mét truy van (thong tin loai tham sd, gi4 tri,
phan b ky tu, chiéu dai, ...) (Kruegel & Vigna,
2003; Kruegel et al., 2005). Ngoai ra, mo hinh
Markov an (Corona et al., 2009) dugc sir dung
phén tich céc thudc tinh va céc gia tri tuong ng
trong cac truy van.

Truy van http bao gom cac tham s6 1a chudi
ky tw, vi vay nhiéu mé hinh d3 st dung k§y thuét
trich xuat dang ky tu, chudi ky tu sang vector
dic trung. Mot cach tiép can pho bién 1a chia

Déi v6i mo hinh két hop nhiéu thong tin
ctiia mot yéu cau http, Yao Pan , Fangzhou Sun,
va nhom dé xuat ap dung mé hinh end-to-end
deep learning dé phat hién cic cudc tin cong,
st dung cong cu RSMT (robust software
modeling tool) ty dong theo doi va mo ta hanh
vi thoi gian thuc cta cac ing dung web (Pan et
al., 2019). Tianlong Liu, Yu Qi, Liang Shi va
Jianan Yan d& Xxuit mé hinh Locate-Then-
Detect dung nhan dang tin cong thoi gian thuc
thong qua Attention-based Deep Neural
Networks (Liu et al., 2019), m6 hinh chia thanh
2 chic ndng chinh la Payload Location
Network (PLN) dé tao ra cac khu vuc co kha
nang 1a bat thuong tir s lwong 16n cac truy cap
va Payload Classification Network (PCN) dé
phat hién chinh x4c cac cudc tin cong trong cac
khu vuc do PLN tao ra.

3. PHUONG PHAP DE XUAT

S6 luwgng ky ty
dacbiét

Chudi tén gia
tri thudc tinh

o
o
=
[7)
©
I
>
=
(&)

Vector dactrung

Chiéu dai I&n nhat
clia chudi ky ty déc
R ED

Chiéu dai chudi
thudctinh

Chudi gid tri
thudctinh

Vs, Ve, V7,Vs,Vo,Vio, Vi

Hinh 2. mé ta thanh phan cua vector dic trung

url thanh nhiéu ky tu theo cac quy tic nhat dinh
va sau d6 sir dung cac vecto khac nhau dé dai
dién cho tung ky tu (Li et al., 2020). Theo
Sureda Riera, ky thuat N-Gram dugc cac
nghién ctiu sir dung nhiéu nhat véi s6 bai bao 1a
12, tiép theo 1a k¥ thuat Bag-Of-Word véi 2 bai
bao (Sureda Riera et al., 2020). Ngoai ra, mang
neural nhén tao ciing dugc ap dung chuyén doi
cac url dang chudi ky tu thanh cac vecto hoic
ma tran trong d6 chi yéu 1a Stacked Auto-
encoder va Word2vec.

Mo hinh dya trén k¥ thuat thong ké mo ta
mot ddc trung cua mot yéu cau hop phap, chéng
han nhu do dai tham so truy van, phén phdi ky
tw trong tham s6 va ché d6 chuyén doi ky tu cua
tham s6 (Li et al., 2020). Tuy nhién, mé hinh
dira vao céc tinh nang duoc trich xuit thi cong
nén chi co thé phat hién cac kiéu tan cong cu
the.

D6i voi mo hinh xay dung vector dic trung
dua trén dua trén k¥ thuat N-Gram, nhung N-
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gram ngan de bi tan cong bat chudc, trong do
ké tAn cong can than thém céc ky tu dé tién gan
hon dén phan phdi N-gram du kién (Betarte et
al., 2018). Cac cudc tan cong bit chudc tro nén
kho khan hon nhiéu khi sir dung N-gram bac
cao hon. Tuy nhién, néu N cang 16n thi kich
thudc cua dic trung ting 1én theo cAp s6 nhan
dan dén chi phi tinh toan 16n va tén bd nhd
(Vartouni et al., 2018).

S={N—-gram;|i=1,23....,C"} (1)

Trong d6, S 1a chudi phat sinh, C 1a s
lwong ky tu, N 1a s& N-gram lya chon. Vi du véi
n=2,C=63thi S=632 = 3,969. Do d6, mot
s6 mo hinh sir dung cac ky thuat giam s6 luong
ky tu va giam sé chiéu dic trung nhu PCA,
StackAutoEncoder (Vartouni et al., 2018;
Betarte et al., 2018; Dau et al., 2022).

Betarte va Li dua ra ky thuat Word
Embedding s& chuyén yéu cau http vé dang céac
token dac trung dé xay duyng ma tran cac dac
trung sau d6 dung cac thuat toan phan loai dé
xac dinh yéu cau bit thuong (Betarte et al.,
2018; Li et al., 2020). Han ché 1a d6 chinh xac
cua md hinh 1a phu thudc vao kinh nghiém phéan
tich chudi thanh cac token va diéu chinh cac
thong s6 pht hop cho mé hinh hudn luyén.

V6i cac phan tich trén, chung t6i dé xuét
xdy dung vector dac trung dya trén ky thuat
chuyén doi cau triic chudi truy van sang dang
mi hoa va 1-gram két hop céac thong sé thong
ké vé chiéu dai, sb luong ky tu dic biét, chiéu
dai 16n nhat cua chudi ky tu dac biét lién tiép
nhau, chiéu dai chudi thudc tinh (mé ta hinh 2).
3.1 Chuyén ddi cdu triic chudi truy van

Cho moét chire ning web c¢6 chudi truy van

q - ((alJ bl) (aZ'bZ) (an' n)) VOi n
1a s6 luong cac thudc tinh, trong d6 a;, b; lan
luot 1a tén va gia tri cua thudc tinh tao ra hai
chuoi con lan luot la:

Mot 1a: chudi tén thudce tinh

strA=("1"+a; +"2"+ay + ...+ n”
+a,) (2)

Viéc su dung cong thic (2) nham dam bao
tranh truong hop c6 cung két qua ddi véi hai
chudi khac nhau khi gom céac tén thudc tinh
thanh mot chudi. Vi du: xem xét hai chudi truy
van (chudi 1) id=123&passwd=123, (chudi 2)
idpasswd=123

Ap dung cong thuc (2), ta co:
(chudi 1) => lid2passwd
(chudi 2) => lidpasswd
Nhu vay, két qua 1a hai chudi khac nhau so
Véi viéc ghép cac ky tu vai nhau s€ ¢6 cung gia
tri 1a “idpasswd”
Hai la: chudi gié tri thudc tinh
strB = (by + by + ...+ b,) (3)
Trong do6 gia tri b; dugc ma hoda theo bang sau:
Bang 3. Noi dung ma hoa gia tri thudc tinh

Gia tri thugc tinh Gia tri
ma hoéa
Chi toan ky tu alphabet <C>
Chi toan 1a s6 <N>
Chi toan ky tu dic biét <S>
Chi toan ky tu alphabet va s <M>
Chi toan ky tu alphabet va ky tu dac =~ <Q>
biét
Chi toan s6 va ky tu dic biét <P>
Bao gom ky tur alphabet, s6 va ky tu ~ <Z>

dac biét

Bang 3 ma hoa gia tri thudc tinh nham biéu
didn sy phan bd va phan loai ky tu caa thudc
tinh. Theo William mé hinh phan phdi ky tu ctia
thugc tinh dya trén khai niém vé sy "binh
thuong" hodc "thudong xuyén" trong cac tham sb
truy van bang cach quan sat viéc phan phdi cac
ky tu trong gia tri cua tham sé (William et al.,
2006). Cach tiép can nay dua trén quan sat cho
thay cac thudc tinh cé cau trac théng thudng it
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thay d6i, chu yéu 1 con ngudi ¢ thé doc duoc,
va gan nhu chi bao gém cac ky tu in duoc.
Ngoai ra, céac truy van doc hai trong cac cudc
tn cong chén mi va céc truy van thong thudng
khac nhau vé phan bd ky tu va chudi ky tu
(Dong et al., 2018).

Déi véi phan loai ky tu cua thude tinh thi
thong thuong cac thudce tinh co gia tri thugc mot
dang dit liéu cu thé nao d6 vi du: tén diang nhap
thuong 1a sy két hop cac ky tu doc dugc trong
bang chit cai, trong khi mat khau 1a tap céc chit
cai va sb, ky tu dac biét vi vay viéc phan loali
cac nhom ky tu cho gia tri ciia mot thudc tinh la
can thiét giup phat hién céc gia tri bat thuong
trong truy van. Mot sb nghién cau gan day cac
tan cong khai thac 16i XSS, khai thac 15i nhiing
ma ddc, khai thac 16i SQL Injection c6 str dung
nhiéu ky tu dic biét (Abikoye et al., 2020; Tang
et al., 2020; Kuppa et al., 2022). Ngoai ra, khao
sat website chuyén cung cép thong tin 15 hong
bao mat lon 1a exploit-db.com, cve.mitre.org
cho thiy cac ky tu non-alphanumeric thudng
dugc sir dung trong ky thuat tn cong ung dung
web. Do do, can thiét phai phan biét cac ky tu
dac biét va alphanumeric trong chudi cac ky tu
Ccua gia tri thudc tinh.

Nguoc lai, viéc phan biét gitta cac s6 hay
gitra cac ky tu alphabetic thi khong hiéu qua
trong viéc phat hién tan cong. Corona va Ming
Zhang khi xay dung m6 hinh dé nhan dang bat
thuong ddi voi gia thude tinh da dé xuat chuyén
chudi ky tu gia tri cua thudc tinh thanh chudi
méi theo quy tic nhu sau: voi gia tri 1a sb
chuyén thanh N, gia tri ky tw chuyén thanh A,
cac gia tri con lai s€ dugc gitr nguyén (Corona
et al., 2009; Zhang et al., 2017).

Vi du:
registed.aspx

truy van dén chiic ning

http://example.com/registed.aspx?1D=123456
&Content=200&Role=admin

Ap dung k§ thuat chuyén doi cau trac chudi
truy van ta co:

strA = "1ID2Content3Role" va strB = "NNC"

3.2 Xay duwng vector dwa trén ky thuat
chuyén doi cau tric va cac thong so thong ké
chuoi truy van

Theo nghién ctru cua Kruegel, cac mo6 hinh
dua vao viéc théng ké cu tric ciu trac va tinh
logic cua truy van trong qua trinh huan luyén ter
d6 phat hién truy van co6 cau trac khac voi cau
tric d3 duoc hoc, tr d6 c6 thé xem do 1a truy
van bat thuong trong d6 duong dan va tham s6
cua truy van (Kruegel & Vigna, 2003; Kruegel
et al., 2005). Mot s6 mo hinh dé xuét:

- M6 hinh duong dan thng ké danh sach cac
duong dan duoc truy cap hop phap. Néu cac yéu
cau duong dan khong nam trong danh sach
duoc xem 1a bat thuong.

- M0 hinh tham s6 xem xét sy t6n tai, thir ty cua
cac tham s6 trong yéu cau tor 6 nhan dang cac
yéu cau co su thay doi sb lwong, su xuat hién va
trinh tu tham s6 dé danh gia co thé 1a truy van
tan cong.

- Mo hirlh thong ké cac quan hé hop 1€ gif{a
duong dan va cac tham s6 dugc hoc cho moi
duong dan duy nhat.

- M6 hinh kiéu gié tri xem xét cac kiéu dac tinh
gia tri cua tham sd. Vi du: kiéu string, integer,
boolean hay double... nham nhan ra viéc chén
dir liéu khong hop 1€.

- M6 hinh chiéu dai gia tri xem xét chiéu dai cua
mdi gi tri tham sd. sau d6 tinh trung binh mau
va phuong sai mau. Mot truy van bi cho 1a bat
thuong khi so sanh chiéu dai cia tham sb voi
mot gia tri ngudng.

Trén co s¢ nghién ctu cac mo hinh trén,
ching t6i xay dung vector déc trung tir dua vao
k§ thuat 1-Gram véi s6 luong tir ving chinh 1a
so luong ky tw ma héa theo bang 3 két hop
thong sb thong ké bao gdm: chiéu dai, sb luong
ky tu dac biét, chiéu dai 16n nhét caa chudi ky
tu ddc biét lién tiép nhau, chiéu dai chudi thudc
tinh dugc mo ta trong hinh 2. Cu thé nhu sau:

Cho mét chirc ning web véi chudi truy van 1a
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q = ((ay, b1), (az, by), (as, b3) ..., (an, by)) VOi N
la sO luong cac thudc tinh, trong do a;, b; lan
luot 1a tén va gia tri cua thudc tinh.

Ham C(q) chuyén d6i chudi truy van g thanh
V =1,v;,V3,V4,V5,V6,V7,V8,V9,V10,V11)

Trong do:
v, : dai dién sy chuyén doi tén thudc tinh

vy = H(strA) véi H 1a ham cityhash32. Chudi
tén thudc tinh s€ chuyeén ve ky tu thuong.

Vidu: strA = 1ID2Content3Role
=> strA = "lid2content3role". Suy ra:
H(strA)=H(“lid2content3role”) = 61,258,6730

v, : sb luong ky tu dac biét trong chudi gié tri
thudc tinh.

v5 : chiéu dai 16n nhat cua chudi ky tu dac biét
lién tiép nhau. v, 1a tham sb hd tro cho v, nham
tang do chinh xac khi nhan dang bat thuong doi
véi cac tng dung cho phép str dung ky tu dac
biét trong chudi truy van nhu xac thyc ngudi
dung, quan ly dang nhap, dang ky tai khoan, .

vi du: trong cac tan cong khai thac 1i XSS
SQL Injection, Directory traversal, ...cO sur
dung nhiéu ky tu dic biét.

v, : dai dién cho chiéu dai chudi gia tri thuoc
tinh.

Vs, Vg,V7,Vg,Vg,V19,V11 - la téln SUét XUét
hién cua cac gia tri ma hoa <C,N,S,M,Q,P,Z>.

4. THU THAP VA XU LY DU LIEU

Tap dir liéu CSIC 2010 chira luu lugng truy
cap dén tng dung web thuong mai dién tir dugc
phat trién boi hoi dong nghién ciru qudc gia Tay
Ban Nha (CSIC). Tap dir ligu CSIC 2010 la mot
trong nhirng tap di liéu tiéu biéu dugc st dung
trong qua trinh thir nghiém cac phuong phap,
mo hinh bao mat ing dung web (Pastrana et al.,
2015; Nico Epp et al., 2018; Liu et al., 2020;
Jemal et al., 2021). Trong Gng dung web nay,
ngudi ding c6 thé mua hang thong qua gio hang
va dang ky tai khoan bang cach cung cap mot
s6 thong tin c4 nhan.

Tap dit liéu duoc bao gdbm 36.000 truy van
binh thudng va hon 25.000 truy van bat thuong.
Céac truy van duoc gan nhin 1 binh thuong
(hop phap) hodc bat thuong (doc hai). Cac truy
van bat thuong duoc thu thap tir cac ki thuat tan
cong chén SQL, tran b dém, thu thap thong tin,
tiét 16 tap tin, chén CRLF, XSS, gia mao tham
sb, v.v (HTTP DATASET CSIC 2010, n.d.).

5. THU NGHIEM VA PANH GIA
5.1. Thir nghiém

Muc ti€u cua nghién ctu la tao ra vector
dic trung tir chudi truy van tir 6 phan loai 1a
bit thuong hay binh thudng bang cach st dung
cac thuat toan hoc khong gidm sat nén khong
yéu cau dir liéu phai duoc gan nhan truée. Do
d6, viéc gan nhan dit liéu chi phuc vy viéc kiém
tra do chinh x4ac cua cac thuat toan va hiéu qua
ctia phuong phap chuyén doi vector.

Gia dinh 14 s6 luong truy véan binh thuong
s& cao hon nhiéu so Vi truy van bat thuong, tap
dir liéu huan luyén Q va tap kiém tra T bao gém
7200 truy van binh thuong (90%) va 800 truy
van bat thuong (10%) duoc lay ra tr CSIC
2010. Ngoai ra, cac truy van dung trong tap
huan luyén va kiém tra 1a truy van co thudc tinh.
Céc truy van chi don thuan 1a can lay tai nguyén
tinh khong dugc st dung.

Ap dung k¥ thuat xay dung vector (muc
3.2) @i véi chudi truy van trong tap Q va T, ta
¢6 hai tap dir liéu chira cac vector tuong tng la
tap huan luyén X va tap kiém tra Y. Vi du cho mot
URL:"http://localhost:8080/tiendal/publico/pa
gar.jsp?modo=insertar&precio=514&B1=Pa
sar+por+caja”

Bang 4. Mo ta cac budc tao vector dac trung

N@i dung Két qua thuc hign

chudi truy van "modo=insertar&preci
0=514&B1=Pasar por

caja"

modo=insertar,
precio=514, Bl=Pasar
por caja’

Cac thudc tinh
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Chubi tén thudc tinh 1modo2precio3B1

Chudi tén thudc tinh
chuyén sang ky tu
thuong

1modo2precio3bl

Su dung ham 3746138844
cityhash32 véi chudi

tén thudc tinh

insertar514Pasar  por
caja

Chubdi gia tri thudc tinh

S6 luong ky tu dac bigt 0

Chicu dai l6n nhit cia 0
chuéi’ky ty dac biét
lién tiép nhau

Chiéu dai chudi gia tri 25

thudc tinh
Tan suat xuat hién cia <C>: 2
T e b
trang) <S>0
<M>: 0
<Q>:0
<P>:0
<Z>:0
Vpctor dugc chuyén (3746138844,0,0,25,2,
doi 1,0,0,0,0,0)

Pé do ludng do chinh xac nhan dang binh
thudng va bat thuong, nghién ctu sir dung ma
tran nham 1an (confusion matrix) mé ta trong
bang 5 bao gom cac thanh phan sau:

+ True Positives (TP): sé luong truy van
thugc 16p positive (bat thuong) duoc dy doan
dang.

+ False Positives (FP): s6 lugng truy van
thugc 16p negative (binh thuong) dugc mo hinh
du doan sai 1a positive (bat thuong).

+ True Negatives (TN): s6 luong truy van
thudc 16p negative (binh thuong) dugc moé hinh
du doan dung.

+ False Negatives (FN): SO lugng truy van
thugc lop positive (bat thuong) dugc moé hinh
du doan sai la negative (binh thuong).

Bang 5. Ma tran nham 1an

Nhin thuc té Nhin dw doan

Lop Positive  Lép Negative
Lap Positive TP FN
Lop Negative FP TN

Dua trén cac thanh phéan nay, nghién ctu
str dung cac do do d¢ danh gia nhu sau:
+ D¢ chinh xac (Accuracy): ti 1€ gitra s6
luong du doan dung va tong so6 luong du doan.
TP+ TN
TP+TN+FP+FN

+ Do chinh xac du bdo (Precision): ti Ie
giira s6 lwong du doan ding positive va tong sd
luong du doan positive.

Accuracy =

TP
TP+ FP

+ D0 chinh xdc phat hién (Recall): Ti 1¢
giita s6 luong du doan dung positive va tong sb
luong thuc té positive.

Precision =

TP
TP+ FN

+ Fil-score: két hop giita precision va
recall.

Recall =

Precision. Recall

F1 = 2.
score Precision + Recall

Cac thuat toan phan 16p hoc khong giam sat
thong dung duoc thtr nghiém la K-means,
DBSCAN, Isolation Forest trong bo thu vién
scikit-learn (mat trong nhitng thu vién Python
phd bién nhat duoc sir dung cho hoc may). Do
dir liéu thuc hién thir nghiém co su phan bd
chénh 1éch 16n nén khi str dung cac thuat toan
trén néu cym nao c6 s6 diém phan bd Ién duoc
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gan nhin 1a binh thuong va nguoc lai 1a bat
thuong.

K-Means 1a mdt thuat toan phan cum dir
licu don gian va phd bién trong linh vuc hoc
may va khai pha dit liéu. K-Means duoc cau
hinh dé phan loai thanh hai 16p n_clusters=2.

DBSCAN la moét thuat toan phan cum dya
trén mat do. Thuat toan ndy duoc sir dung dé
phan chia dir liéu thanh cac cum dya trén mat
d6 cua cac diém dir liéu trong khong gian dic
trung, ma khong can phai xac dinh trudc sb
lugng cum. Ciu hinh tham s6 nhu sau
DBSCAN(eps=0.5, min_samples=20). Trong
d6 eps 1a khoang cach ti da giita hai mau dé
mot mau duge coi 1a & 1an can caa mau Kia,
min_sample 1 s6 lwong mau trong mot ving
lan can dé mét diém duoc coi 1a diém cét 15i.

Isolation Forest la mot thuat toan hoc may
khong giam sat dya trén cy quyét dinh va hoat
dong bang cach cb gang tach cac diém bat
thuong ra khoi dir lidu bang cach st dung cac
ciy quyét dinh don gian. Cau hinh duoc dé mic
dinh theo scikit-learn.

5.2. Panh gia két qua

Két qua so sanh hiéu suat cua cac thuat toan
va6i b dir liéu thir nghiém duoc trinh bay ¢ bang
7. Cac thuat toan c6 cac chi s6 accuracy (>89%)
va F1 Score (>90%), precision (>85%), recall
(>95%) tuong di cao. Piéu nay cho thay cac
thuat toan hoat dong tét trén tap dix lieu kiém
tra trong d6 thuat toan DBSCAN dat két qua t6t
nhat.

Céc truy van bat thudng co thay doi vé thu
tu xuat hién, tén hay ting giam sé luong thudc
tinh kiém tra cho thay cac thuat toan phan loai
chinh x4c. Nguyén nhan cha yéu 1a sy thay doi
& trén dan dén sy khac nhau vé chudi tén thudc
tinh, ddn dén ham cityhash32 cho ra két qua 1a
hai s6 nguyén thuong c6 khoang cach 16n va
didu nay giup cac thuat toan sir dung do do
khoang cach dé phan 16p.

Bang 6. Thay doi tén thudc tinh va sy khac
nhau vé gia tri tinh bang thuat toan Cityhash32

Chuébi tén thudc tinh Cityhash32
1modo2precio3bl 3746138844
Téang thudc tinh 2125970402
1modo2precio3bl4km
Giam thudc tinh 498026761
1modo2precio
Thay doi tht ty 2250015360

1precio2modo3bl

Péi véi cac truy van bat thuong chi thay
d6i ndi dung caa gia tri thudc tinh nhu cac ky
thuat tin cong chén SQL, tran bd dém, chén
CRLF, XSS, ... thuat toan dya vao khoang cach
nhu K-Means (khoang cach giita mdi diém dix
liéu va trong tam ctia cum) hoac Isolation Forest
(tinh toan do dai trung binh cia duong dan tir
goc cay dén diém dir liéu) khong c6 do chinh
xéc cao bang DBSCAN dua trén mat d cia cac
diém dir ligu (hinh 3).

Hinh 3. So sanh két qua theo do do accuracy
va F1 Score cua cac thuat toan

100
< 96 37
= 95
L 95 93
n;) 91
& 90 89
: []
S
g 85
E K-means DBscan Isolation
o Forest
ke
<O
@ m Accuracy mF1 Score

Bang 7. Két qua danh hiéu suat cac thuat toan

. Accuracy . F1
Thuat Precision Recall Score
toan
K-means 0.89 0.90 0.97 0.93
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DBscan  0.96 0.97 0.98 0.97
Isolation 0.95 0.86 0.96 0.91
Forest

6. KET LUAN

6.1. Két luan

Dé ting hiéu qua phuong phép nhan dang
tin cong dua trén sy bit thuong cua WAF,
chung t6i da dé xuat xay dyng mot vector dac
trung dua trén k§ thuat Chuyen doi Cau tric va
cac thong sd thong ké chudi truy van. Thi
nghiém str dung céc thuét toan hoc khong glam
sat doi V6 bo dit ligu vector duoc tao ra tir cac
truy van cho két qua kha ndng phan 16p tot.
Phuong phép nay cé uu diém so véi cac mo
hinh khéc la khong phy thugc vao loai ang dung
web va dit ligu khong can gan nhan truge dé tlen
hanh phan lop . Két qua cua nghlen ctru c6 thé
1a dau vao dé thuc hi¢n cac mo hinh nhan dang
bat thudng c6 hiéu suat tot hon va theo thoi gian
thyec.

6.2. Huwéng phat trién

Thu thap dix ligu truy van cua cac tng dung
web méi dé hoan thién hon mé hinh nhan dang.
bac biét, nghlen ctru sau hon vé tan cong véi
chirc nang xac thuc nham dua ra céc bd sung,
diéu chinh vector giup han ché nhan dang sai.
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GENERAL INFORMATION

ABSTRACT

The widespread use of the Internet today, along with the rapid
growth of cloud computing, the Internet of Things and
smartphones have fueled the need for web-based apps. A web
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application firewall (WAF) is a type of unauthorized intrusion
detection and prevention system designed to protect web
applications. On WAF, attack recognition is often divided into
two categories: anomalous and rule-based. Through observation
of query data, models based on theoretical anomalies are able to
detect undiscovered harmful queries. In this paper, we suggest an
approach to characterizing vector construction by modification
of the query string’s component parts’ structure and statistics.
The unsupervised classification algorithm will then use the
feature vector as input to determine which requests are
anomalous. The results of testing the DBSCAN, K-means, and
Isolation forest algorithms reveal that DBSCAN has the highest
accuracy (F1-score >97%, accuracy >96%), especially for online
applications like registration and authentication that are prone to
misidentification. The effectiveness of this method stems from
its ability to use data without pre-labeling, which facilitates
deployment on the WAF.




