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Ngay nhan bai: 21/07/2023 Ngay nay, cac thiét bi Internet of Things (IoT) da dugc
. L phét trién va pho cap toi timg gia dinh, tir cac hdng san
Ngay nhan bai sira: 07/09/2023 xuit phan mém dén phan cang, trong va ngoai nudc nhu
Ngay duyét dang: 21/09/2023 Amazon, Alphabet, Apple, BKAV, CMC,...Tuy nhién
xu huwdng chung la st dung dich vu luu trix dir liéu trén

nén tang dién toan dam mdy cua cac hang cung cip. Do

TU KHOA vay, ¢6 nguy co 1o ri dit liéu qua cac trung tdm luu trir dir
liéu. Ngoai ra mot nguy co nita la cAc camera thong minh
Internet of Things; co thé hoat dong nhu mot ctra hau dé xam pham mang

cuia cong ty hodc cac co sé ha tang quan trong. Thém nita,
tin tic co thé tin cdng cac thiét bi quan trong va tao ra rai
ro dang ké dbi véi an toan ca nhan. Nhiéu nghién ciru
Smart Home. ciing cho thay nhitng nguy co tiém tang dbi véi cac thiét
bi 10T. Do vay, muc tiéu cua bai bao la nghién cuu, ndng
cao tinh bao mat dya trén mang riéng ao VPN va tién téi
cé nhan hoéa viéc diéu khién giam sat nha théng minh dya
trén nén tang thiét bi 10T. Dit liéu hoan toan dugc luu trix
truc tiép trén thiét bi cua nguoi ding, khdng phu thuoc
vao dich vy luu trix trén nén tang dién toan dam may, dam
bao tinh riéng tu va bao mat.

Virtual Private Network;
Edge Computing;

ABSTRACT

Internet of Things (10T) devices have become ubiquitous
in every household, thanks to the efforts of software and
hardware manufacturers such as Amazon, Alphabet,
Apple, BKAV, CMC, etc. However, the trend is to use
cloud-based data storage services provided by these
companies, which poses a risk of data leakage through
data storage centers. Additionally, smart cameras could
act as a backdoor to compromise corporate networks or
critical infrastructure. Hackers can also attack critical
devices and pose a significant risk to personal safety.
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Many researches highlight potential dangers for loT
devices. Therefore, the goal of the article is to research
and improve security based on a virtual private network

(VPN) and proceed

to personalize smart home

monitoring controls based on loT device platform. Data
is completely stored directly on the user’s device,
independent of cloud storage services, ensuring privacy
and security.

1. GIO1 THIEU

Ngay nay, céc thiét bi IoT da duoc phat trién
va pho cap t6i timg gia dinh. Cac hing san xuat
phan cing 16n déu da c6 nhitng san pham mang
tinh thuong mai va phé cap t6i ting nhu cau cua
ca nhan Ian t6 chuc 16n. Cu thé 1a cac san pham
ctia cac hang 16n vé dich vu Internet nhw Amazon
(Amazon, 2023), Alphabet (Alphabet, 2023),
Apple (Apple, 2023)... Tuy nhién, khi su dung,
ngudi ding c¢6 mot ndi lo rat 16n vé bao mat.
Nhing théng tin nhay cam nhu 4m thanh, hinh anh
déu dugc luu trix, phan tich trén nén tang dién toan
dam may.

V6i nhitng hdng cong nghé l6n trong nudc
nhu BKAV (BKAV, 2023), CMC (CMC,
2023),... cac san pham diéu khién giam sat nha
thong minh cling da dugc nghién ctru va thuong
mai héa. Tuy nhién xu huéng chung la sir dung nén
tang cong nghé duoc tich hop tir dich vu dién toan
dam may cua nha cung cap. Do vay ¢ nguy co 1o
ri dir liéu théng qua trung tam dr ligu.

Ngoai ra, hé théng diéu khién nha théng minh
c6 nguy co tur cAc camera thong minh (Security
Week, 2016), khi hé théng camera c6 thé hoat
d6ng nhu ctra hau dé xam pham mang ciia cong ty
hoic co sé ha ting quan trong. Tin tic ciing c6 thé
tan cdng céc thiét bi quan trong va tao ra rai ro
dang ké ddi véi an toan ca nhan (Basu, 2013).
Thém nira, bai bao (Westling, 2016) ciing cho thiy
nhitng nguy co tiém tang d6i véi cac thiét bi IoT.

Ngay ca khi c6 nhitng lya chon luu trir dix liu
trén thé nhd cua cac camera théng minh caa cac

hing phé bién (TP-Link Tapo, Ezviz) thi nguoi
dung van phai tao tai khoan trén nén tang di¢n toan
dam may cua hang dé didu khién va giam sat. Do
vay viéc c0 lap dir liéu nhay cam nhu hinh anh, &m
thanh c4 nhan khoi dién toan dam may la rat kho
khan.

Mot trong nhirng xu hudng nghién cau la
huéng &p dung ma nguén mé trong linh vyuc nha
thong minh nhu (Thinger.io, 2023) (openHAB,
2023) va (Home Assistant, 2023). Soteris (Soteris
Constantinou, 2021) la &ng dung hé thdng tu dong
hoa nha thong minh dya trén mi nguén mé
OpenHAB va thiét bi phan ctng Raspberry Pi
(Raspberry Pi, 2023).

Thém nira, hé thong diéu khién va giam sat
nha théng minh can tich hop thém chirc ning cua
mang riéng ao (Virtual Private Network) dé khong
phu thudc vao nén tang dién toan dam may. C6 rat
nhiéu dich vu mang riéng 4o nhu OpenVPN
(OpenVPN, 2023), Tailscale (Tailscale, 2023),
Hamachi (Hamachi, 2023)... Chon cdng cu VPN
phU hop véi cdng cu ma ngudn mé trong linh vuc
nha thong minh ciing 14 mot van dé khi ma cac
cong cu phat trién nha théng minh dua trén ma
ngudn mé khong thé hd tro tat ca cac cong cu VPN
CO trén thi truong.

Trén co s& nhitng danh gia trén, myc ti€u dat
ra ciia bai bao 12 phat trién mot hé thong diéu khién
giam sat nha thdng minh trén nén tang thiét bi loT,
cdng cu m& nguon ma trong linh vyc nha théng
minh va cdng cu VPN phu hgp nham dam bao tinh
bao mat, riéng tu cua dir liéu va khéng phu thuoc
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vao kha nang Iuu trit cua dién toan dam may. Bai
toan dat ra kha nang luu trir dir liéu tai chinh ngoi
nha caa chu nhan. Ngudi sir dung hoan toan cé thé
diéu khién, giam sat tir xa cac thiét bj bén trong
ngdi nha cua minh tir bat ¢t noi nao c6 Internet.
Dit lidu duoc truyén tryc tiép tir thiét bi loT toi
thiét bj cua nguoi dung théng qua cong cu VPN,
dam bao tinh bao mat va riéng tu trén moi truong
Internet..

2. HE THONG NHA THONG MINH MA
NGUON MO

Noi dung ciia phan nay sé gioi thiéu mot sé hé
théng ma ngudn mé chuyén dung danh cho hé
théng loT.

2.1. Thinger.io

Thinger.io 1a mot nén tang ma nguén ma danh
cho thiét bi Internet Van Vat (Internet of Things -
loT). Nén tang nay cung cap cac cng cu can thiét
dé nghién ctu, phat trién tir cdc nguyén mau cho
tGi cac san pham cong nghiép duwa trén nén tang
dién toan dam may. Hé thong gitp cho ngudi ding
c6 thé truy cap toi dir liéu cua céc thiét bi loT tur
bat ctr dau, phat trién nhanh nhitng hé thdng thiét
bi 10T véi s lugng lon.

« Nén tang loT mién phi: Thinger.io cung
cap tai khoan mién phi cho phép ngudi ding trong
qua trinh hoc tap, nghién ctru véi tinh nang gidi
han. Khi san pham d3 hoan thién, ngudi ding cé
thé nang cap tai khoan Premium Server véi day du
tinh nang mot cach nhanh choéng.

« Hg¢ théng don gian nhung manh mé: Chi
can mot vai dong lénh, hé théng da co thé két ndi
thiét bi 10T, truy xut dix liéu hodc kiém soat cac
chte nang bang bang diéu khién tich hop trén nén
tang Web cua hé thong. Hé thdng cung cip kha
ning két ndi toi hang ngan thiét bi voi cach thirc
don gian nhu vay.

« H0 tro phan cing: Moi thiét bi tir bat ky
nha san xuat nao déu cd thé dé dang tich hop véi
co s& ha tang cua Thinger.io.

« Co s ha tang hiéu qua va kha ning mo
rong: nho vao md hinh giao tiép doc dao, may chi
IoT twong ng vai phan cang chi truy xuat dit ligu
khi can thiét. Tai khoan Thinger.io duy nhét c6 thé
quan |y hang nghin thiét bj 10T v&i bang thong, tai
tinh toan va do tré thap.

« M4 ngudn mé: Hau hét cac mo dun, thu
vién va ma ngudn déu duoc ding tai cong khai trén
Github (Github Thinger.io, 2023). Ngudi dung co
thé tai vé va chinh sira theo ban quyén ciaa MIT
(The MIT license, 2023)

Tinh nang chinh cua Thinger.io

Thinger.io dugc hinh thanh dya trén hai san
pham chinh: Backend (loT server) va Frontend
don gian c6 thé dugc thyc hién tat ca cac tinh ning
trén bat ki may tinh hay dién thoai thong minh nao.
Hinh 2.1 mé ta cac thanh phan chinh cua nén tang
véi cac du an loT.
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Hinh 1. Nén tang Thinger.io (Thinger.io, 2023)

« Thiét bi két néi (10T devices): Hé théng hd
trg nhiéu loai thiét bi, vi xtr ly, mang va céc nha
cung cap thiét bi khac nhau. Hé thdng cho phép tao
két néi hai chiéu vai cac thiét bi chay trén nén tang
hé diéu hanh Linux, Arduino, Raspberry Pi, hoic
MQTT hay tham chi ca nhitng cong nghé hé tro
Egde computing (Pérez, 2022) nhu Sigfox,
LoRaWan hay nguén dit liéu trén Internet tir cac
ham API nao.

« Dt liéu: Chi can kich vao muc tao Data
Backet dé luu dit liéu cua thiét bi 10T, hé théng da
c6 thé luu dit liéu mot cach hiéu qua. Hé théng cho
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phép kha nang mo rong, gia thanh hop ly va cho
phép tong hop dir liéu theo thoi gian thyc.

« Hién thi thoi gian thuc va luu trix dit liéu
bang nhiéu cdng cu nhu time series, dunut charts,
gauges hoic cdng cu ca nhan hoa theo nhu cau
nguoi dung mot cach nhanh chéng.

« Co ché su kién va gia tri dir liéu duoc
nhang trong hé théng Node-RED (Node-RED,
2023).

« COthé mé rong hé thdng theo tinh ning do
ngudi dung tich hop thém theo du &n 10T, hé thong
phan mém hay bat ctr dich vu Internet nao.

« Ty chinh theo giao dién, va tén mién web
tuy y cta nguoi dung.
2.2. OpenHAB

Nén tang open Home Automation Bus
(openHAB) 12 mét du 4n ma ngudn mé. Nén tang
phét trién véi myc tiéu tro thanh trung tam diéu
khién cia mot ngdi nha théng minh.

Piém manh cia openHAB

« Nén tang cho phép tich hop nhiéu thiét bi
va hé thong khac nhau nhu cac hé thong tu dong
ho& nha thdng minh, thiét bi thdng minh hay cac
cbng nghé khac.

» Cho phép giao dién nguoi dung trong viéc
diéu khién giam sat, ty dong hoé toan bo ngdi nha
thdng minh vai cac nha cung cap thiét bj khéac
nhau.

« Cung cap cac cong cu c6 thé thuc hién
duoc hau hét cac cong viéc, nhiém vu khac nhau
trong ngdi nha théng minh.

Céc thanh phan co ban cia openHAB

« Thing: Thanh phan dai dién cho thiét bj ¢
I6p vat Iy trong phan mém openHAB.

« Item: Thanh phan dai dién cho thong tin
cua thiét bi (16p 40). Item thé hién chirc ning dugc
su dung trong giao dién ngudi dung. Item co kha

ning thé hién trang thai va co thé nhan Iénh diéu
khién tir giao dién.

« Binding: Thanh phan phan mém ché phép
Thing duoc sin sang trong hé thdng va cung cip
két ndi gitra Item va thiét bi vat Iy.

« Channel: Thing cung cip cac chic ning
khac nhau va c6 thé coi mdi Channel 1a mot ham
tir thdng tin ciia Thing. Vi dy, Thing ¢ thé 1a théng
tin thoi tiét tr mot dich vu web va cac Channel
khac nhau co thé l1a nhiét do, ap suit va do am.
Channel ciing chinh la lién két véi Item, d6 1 lién
két gitra 16p a0 va 16p vat Iy.

« Rule: La cac quy tic, luat hay cac ham
duoc thuc thi tu dong trong ngdi nha thong minh.

« Page: Giao dién cho phép trao d6i thong tin
va giao tiép giira ngudi ding va thiét bj.
2.3. Home Assistant

Home Assistant 1a hé thng ma ngudn mé cé
kha nang quan ly cac thiét thi trong ngdi nha théng
minh, dam bao tinh riéng tu va bao mat cao.

Téng quan cdu tric cua hé thong

Hé thong cung cap nén tang cho diéu khién va
tu dong hoa ngdi nha. Hé thong khdng chi 1a mot
phan mém, d6 con 1a hé théng nhing ¢ kha niang
cau hinh, nang cap, va giam sat trén giao dién
nguoi dung mot cach don gian.

Home Aszsistant

Supervisor

Operating System

Hinh 2. Cac thanh cua Home Assistant (Home
Assistant, 2023)
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« Operating system: cung cip mdi truong hé
diéu hanh Linux dé chay Supervisor va Core.

« Supervisor: quan ly hé diéu hanh

« Core: giao tiép v6i ngudi dung, supervisor,
va dich vu cua thiét bi 1oT.

Cac tinh nang quan trong:

Phan cing: Home Assistant hd tro ca dit trén
nhiéu nén tang phan cang khac nhau nhu
Hardkernel ODROID, Raspberry Pi, Asus
Tinkerboard, Intel NUC; nhiéu hé diéu hanh khac
nhau nhu Windows, macOS, Linux.

Diéu khién: Giao dién diéu khién Home
Assistant dugc xay dung trén giao dién Front-end
tén la Lovelace. Giao dién nay cho phép hién thi
va diéu khién trén cac thé khac nhau. Ngudi dung
c6 thé ca nhan héa cac thé nay théng qua cac doan
ma dua trén hé thong tép tin YAML.

Tu dong hoa: Home Assistant hoat dong nhu
mét thiét bi diéu khién théng minh c6 thé giao tiép
v6i nhiéu loai thiét bi thong minh (nhu Amazon,
Apple, ...) trén cung mang noi bo. He thdng co thé
tao ra cac kich ban tu dong hoa khac nhau dya trén
cac su kién ma Home Assistant co thé giam sat. Vi
du nhu ty dong bat hé théng bao mat khi chii nhan
di vang va ty dong tit khi chii nhan ¢ nha.

Bao mat: Hé thdng cho phép tao nhiéu tai
khoan diéu khién va giam sat khac nhau. Céc tai
khoan déu c6 co ché dang nhap theo mat khau
tuong tng.

3. MANG RIENG AO

Phan nay s& trinh bay mot sé giai phap mang
riéng 40, va kha nang tng dung vao cac nén tang
phét trién nha théng minh.

3.1. LogMeln Hamachi

LogMeln Hamachi la mot dich vu VPN. Hé
théng cho phép ngudi ding mé rong mang ludi
nhoém may tinh, dién thoai phén tn cung lam viéc
véi nhau gidng nhu trén cung mét mang LAN cuc
bo.

Hé thdng cho phép quan ly théng qua website:

« Yéu cau tao va quan ly mang 4o theo yéu
cau nguoi dung.

« Quan ly va khdi phuc mang ao cho ngudoi
ding cudi tir bat ki dau thong qua giao dién web.

« Nhanh chéng va d& dang cung cip phan
mém may khach mang a0 cho cac may tinh mai
ma khdng can phai dén tan noi.

« Truy cap khong giam séat: phan mém dwoc
chay trén da nén tang hé diéu hanh, ludn néi mang
dé ngudi diing c6 quyén truy Cip mang a0 ngay ca
khi ching khong duoc giam séat.

Vé6i ban mién phi, nguoi ding c6 thé tao
khong gisi han s6 mang riéng 40. M&i mang riéng
a0 0 t6i da 5 thiét bi.

3.2. OpenVPN

OpenVPN Ia mét du 4n ma ngudn mé dugc
gidi thiéu nam 2001. Dy &n gigi thiéu céch tao giao
thec VPN mién phi, bao mat, nhanh, c6 thé 1am
viéc vai cac giao thiec TCP (L. Wood, 2007) va
UDP (H. Li, 2021) thdong qua Internet. V¢i
OpenVPN, ngudi ding c6 thé tao ra mang 4o, gilp
cho cac may tinh c6 thé ma hoa dir liéu va két ndi
v6i nhau thong qua moi truong Internet. Dicu nay
gilp cho dit liéu c6 thé truyén qua mang Internet
cbng cong mot cach an toan.

Khi can tao mang riéng ao, hé thdng can phai
tao ra:

« OpenVPN Access Server: cho phép diéu
khién, van hanh hé thbng OpenVPN trén server.
Access Server dugc xay dung trén ma ngudén mo
OpenVPN c6 thé dugc xay dung mot cach nhanh
chéng théng qua giao dién Web, ké ca véi ngudi
khong c6 kién thic vé hé diéu hanh Linux. Access
Server duoc trién khai mot cach mién phi. Néu
khdng c6 san server, ngudi ding c6 thé thué phan
cung va trién khai ngay trén dam may ctia Amazon
AWS (AWS, 2023).
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« OpenVPN Connect: cac may tinh két ndi
v6i OpenVPN Access Server cd thé chay hé diéu
hanh Windows, macOS, Android, iOS, va hau hét
cac hé diéu hanh Linux.

C6 nhiéu phién ban dwa trén ma ngudn cua
OpenVPN. Trong d6 PiVPN duoc phat trién nham
tao mot may chu VPN dua trén giao thuc cua
OpenVPN va phan cting Raspberry.

3.3. Tailscale

Tailscale 1a mét dich vu VPN cho phép céc
thiét bi co thé duoc truy cap moi noi mot cach an
toan va hiéu qua. Hé thdng cho phép ma hoé di
liéu théng qua giao thac WireGuard (WireGuard,
2023).

DPuoc xay dung dua trén két cdu mang an toan,
Tailscale cung cap téc do, do 6n dinh va tinh don
gian so vai cac VPN truyen thong.

Tailscale nhanh va dang tin cay. Khéng gidng
nhu cac VPN truyén thdng tao duong ham cho tat
ca luu lugng truy cap mang théng qua mot may
chua cong trung tam, Tailscale tao ra mot mang luGi
ngang hang (dugc goi la Tailnet).

Phuong phap Tailscale tranh tap trung hda néu
c6 thé, dan dén ca thong lugng cao hon va do tré
thip hon vi luu lugng mang c6 thé truyén tryc tiép
gitra cac may. Ngoai ra, phan cap cai thién tinh 6n
dinh va do tin cay bang cach giam cac diém 15i don
lé.

Cai dat va str dung Tailscale rat don gian va
dé dang. Dich vu c6 thé xtr Iy cau hinh mang phtc
tap. Tailscale c6 thé tao két ndi mang giita cac thiét
bi xuyén qua tuong lira va bo dinh tuyén, cho phép
két ndi tryc tiép ma khong can dinh ciu hinh
chuyén tiép cong theo cach tha cong. Tailscale cho
phép di chuyén két nbi dé cac két ni hién tai van
hoat d6ng ngay ca khi chuyén ddi gitra cac mang
khéc nhau (vi du: ¢6 day, di dong, Wi-Fi, v.v.). Vi
Tailscale, nguoi dung khong phai xt 1y cac dia chi
IP, nguoi dung van c6 thé SSH hoic FTP vao thiét
bi cuia minh, truyén tép giira cac thiét bj hoic truy

cap may cha web hoic co sé dit liéu chi bang céach
str dung mot tén may cha dé nhé.
Tailscale
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Hinh 3. So sanh VPN truyén thong va Tailscale
(Tailscale, 2023)

Hinh 3 thé hién su so sanh gitra giai phap caa
Tailscale va cong cu VPN truyén thong. Hinh vé&
cho thay dir liéu duoc truyén véi tée do cao va do
tré thip gita cac may trong mang khi sir dung
Tailscale. Do vay viéc st dung Tailscale la phu
hop véi hé théng didu khién va giam séat nha théng
minh.

4. LUA CHON MA NGUON MO VA MANG
RIENG AO

4.1. Lya chon ma ngudn mé
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Do hé théng Thinger.io tap trung vao két ndi
Vi cac thiét bi 10T, nén néu hé thong chi can tap
trung vao viéc thu thap dir liéu va diéu khién giam
sat thi Thinger.io la phu hgp. Tuy nhién trong linh
vuc nha thong minh, nguoi dung con doi hoi cac
két ndi véi cac tro Iy 4o nhu Amazon Alexa,
Google Assistant.

Thém nita, @& dam bao tinh bao mat va luu trix
dir liéu khong phu thudc vao luu trit trén nén tang
dién toan dam may, Thinger.io 1a khong phu hop.

Do vay, bai bdo khéng lua chon Thinger.io
cho hé thong diéu khién va giam sat nha thong
minh. Phan sau chi trinh bay va so sanh gitra hai
nén tang openHAB va Home Assistant.

4.1.1. Uu va nhwoc diém ciia openHAB
a. Uudiém

« Tién ich mé rong duoc sur dung dé b sung
va tang kha nang cua openHAB.

« Hb tro hang nghin thiét bi, nhiéu hé théng
va cong nghé.

« Chay trén nhiéu nén tang nhu Linux, Mac
OSx, Windows, PINE64, Raspberry Pi, Docker,
Synology va nhiéu nén tang khac.

« CO thém bang Lovelace, cac thanh phan
phan mém, v.v.

« Hoat déng véi Zigbee va Z-Wave.

« Co céc cong dong twong tac dugc xay dung
xung quanh chinh no.

« Cai dat tot va hudng dan téng thé.
b. Nhuoc diém

« Nhiéu tdy chon hon c¢6 nghia 1a can nhiéu
thoi gian hon.

» Kho str dung.
« Cap nhat bang dong lénh.

« Céc phién ban Raspberry Pi cii ¢6 thé gy
ra sy cd do dung lugng RAM thap.

« Cong dong khdng hap din so véi Home
Assistant.

4.1.2. Uu va nhwoe diém ciia Home Assistant

a. Uu diém

« Giao dién ngudi dung hap dan.

« H0 tro ca Google Assistant va Alexa.

« Nhiéu tuy chon hitu ich.

« Tt ca cac ma va ban sira 15i déu c6 san trén
GitHub.

« Sang tao va linh hoat.

« Quy tic tu dong hda linh hoat dé nguoi
ding tdy chinh theo y muén.

« Nhiéu tinh nang duoc kiém soéat boi Web-
Ul gidp tiét kiém thoi gian.

« Huéng dan timg budc trén trang web cho
nguoi dung mai.

« Théng bao va canh bao 6n dinh hon.

« Cong ddng hoat dong tich cuc véi 500 chu
dé trong 10 danh muc mai tuan.

b. Nhuoc diém

«  CO6mot s 15i chir hoa va chit thuong c6 thé
gay ra su co.

« Viéc sir dung tép YAML c6 thé kho khan
d6i véi mot s6 nguoi ding.

« Nguoi ding méi ¢é thé kho khan khi tiép
xtic ban dau.
4.2. Lwa chgn mang riéng a0

Phan nay bai bao s& so sanh kha ning cai dat
va sir dung cac céng cu VPN trén cac nén tang
Linux, Thinger.io, OpenHAB, Home Assistant.

Bang 1 thé hién kha nang st dung VPN trén
c4c nén tang khac nhau. Trong d6 néu sir dung nén
tang hé diéu hanh Linux, cac céng cu VPN déu c6
kha nang st dung. Tuy nhién, néu cai dat trén he
thdng Thinger.io hoic OpenHAB thi rat kho cai
dat truc tiép cac cong cu VPN do cac hé théng
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khong hd trg. Néu mudn thi hé théng can cai dat
bang dong Iénh trén hé diéu hanh Linux. Diéu nay
gay kho khin hon rat nhiéu so véi nén tang nha
théng minh c6 hd tro cai dat tryuc tiép.

Bang 1. So sanh giai phap VPN trong cac nén tang
diéu khién va giam sat nha théng minh

LogMeln  OpenVPN Tailscale
Hamachi
Linux Co Co Co
Thinger.io Khoéng Khéng Khéng
OpenHAB Dong lénh  Dong lénh  Dong lénh
Home Khoéng Khéng Add-on
Assistant

O bang trén, chi c6 Home Assistant 1 hd tro
cai dat Tailscale dudi dang add-on mot cach truc
tiép va rat dé thyc thi.

4.3. Lwa chon hé théng

Nhu & phan trude da phén tich, cong cu VPN
Tailscale cho toc do truyén cao va tré thap néu so
sanh véi cac giai phap VPN truyén théng.

Phan 4.1 va 4.2 ciing cho thay viéc lra chon
Home Assistant va Tailscale dé thuc thi hé thong
la phii hop nhat véi bai toan diéu khién va giam sét
nha thong minh dam bao tinh mat cao va dé sir
dung.

Phan sau s& trinh bay thuc nghiém cua hé
thdng nha théng minh st dung Home Assistant va
mang riéng ao Tailscale.

5. THUC NGHIEM
5.1. Home Assistant

Home Assistant dwoc cai dat trén phan ciing
loT Raspberry pi 4B (Raspberry Pi, 2023) vai cau
hinh:

« Broadcom BCM2711, Quad core Cortex-
A72 (ARM v8) 64-bit SoC @ 1.8GHz

+ 4GB LPDDR4-3200 SDRAM

e 24 GHz and 5.0 GHz IEEE 802.11ac
wireless, Bluetooth 5.0, BLE

» Gigabit Ethernet
» 2 USB 3.0 ports; 2 USB 2.0 ports.
» Raspberry Pi standard 40 pin GPIO header

« 2 x micro-HDMI ports (up to 4kp60
supported)

« 2-lane MIPI DSI display port
» 2-lane MIPI CSI camera port

« 4-pole stereo audio and composite video
port

Phién ban Home Assistant

» Home Assistant 2023.5.4
« Supervisor 2023.04.1

» Operating System 10.1

Khi truy cap vai dia chi IP caa Raspberry Pi
cai dat Home Assistant, hé thong yéu cau dang
nhap theo tai khoan va mat khau cua hé thdng.
Piéu nay giap dam bao tinh bao mat cua hé thong
diéu khién va giam sat nha théng minh.

100.115.133.57

Home Assistant

You're about to give https://home-assistant.io/iOS access
to your Home Assistant instance

Logging in with Home Assistant Local

Hinh 4. Man hinh dang nhap Home Assistant

5.2. Tailscale
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Mang riéng 4o cua hé théng duoc khoi tao:

« Dich vu VPN dugc cung cip tai dia chi
https://tailscale.com/

« Cai add-on Tailscale trén Home Assistant
va dang nhap theo tai khoan da tao.

« Cai phan mém Tailscale trén thiét bi giam
sat. Phan mém hd tro hau hét cac hé diéu hanh
thdng dung nhu: macOS, i0S, Windows, Linux,
Android. Pang nhap phan mém theo tai khoan da
tao.

Sau khi da dang nhap trén Home Assistant va
thiét bi giam sat, hé thong da duoc thiét 1ap cling
mot mang VPN, dit liéu dugc ma hoa dam bao tinh
nang bao mat va an toan trén Internet.

. Active

iphonellpromax
100.123.90.75

homeassistant
100.115.133.57

Hinh 5. Kich hoat mang riéng 4o, tao két ndi VPN
vGi Home Assistant

Tailscale
Netwwork

L

Giao thirc

Giao thirc
mé héa

WireGuard ’

P
Giao thirc =
mé hoa

WireGuard

Hinh 6. H¢ thong diéu khién va giam sat dya trén
phan cung Raspberry, phan mém Home Assistant
va mang riéng ao Tailscale

5.3. Giao dién diéu khién va giam sat nha thong
minh

Hinh 6 md ta hé théng thuc nghiém sau khi da
thiét 1ap trén cac thiét bi. Hé thong cho thay dit liéu
da duoc ma hoa trude khi truyén di trén moi trudng
internet. Hé théng ciing cho thay cac thiét bi co thé
diéu khién va giam sat thdng qua mang riéng ao
Tailscale. Ngoai ra, hé thdng ciing cho thay khéng
st dung bat ki dich vu dién toan dam may cua nha
cung cap dich vy luu trir dit liéu nao. Toan bo di
liéu déu duoc luu trir va giam sat truc tiép trén thiét
bi ciia hé thong.

Cu thé hé thong da duoc thuc nghiém trén nén
tang phan ciing Raspberry, camera théng minh
Blink Mini, webcam, hé théng Ro le két ndi voi
Raspberry thong qua cong GPIO, giam sat trén cac
thiét bi co kha niang két ndi Internet va mang riéng
ao Tailscale.

Cac thiét bi dién thong qua cong GPIO cua
Raspberry Pi 4B:

« Fan Living Room
» Heater Living Room
+ Light Living Room

« Diéu khién choi nhac bang phan mém VLC
va phat &m thanh qua cong audio cia Raspberry Pi.

» Giédm sat hinh anh (blink 681-172-131)
trén Camera théng minh Amazon Blink (di li¢u
hinh anh duoc Iuu trir duong dan /media/camera/)

e Gidm sat hinh anh (caml) théng qua
webcam gan tryc tiép trén céng USB cua
Raspberry Pi 4B (dit liéu hinh anh duoc luu trix
truc tiép trén thé nhé tai dudng dan /dev/video/)

Hinh 7 cho thay giao dién diéu khién va giam
sat hé thdng nha thdng minh biang Home Assistant.
Trong d6 hé théng cho phép giam sat hinh anh qua
Camera thong minh Blink Mini, web cam, diéu
khién cac thiét bi dién théng qua cong GPIO, diéu
khién choi nhac théng qua phan mém VLC.
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Hinh 7. Giao dién diéu khién va giam séat nha
thdng minh

Hinh 7 cho thay giao dién diéu khién va giam
sat hé théng nha théng minh bang Home Assistant.
Trong d6 hé théng cho phép giam sat hinh anh qua
Camera thong minh Blink Mini, web cam, diéu
khién cac thiét bi dién thdng qua cong GPIO, diéu
khién choi nhac théng qua phan mém VLC.

5.4. So sanh véi cac giai phap cong nghé pho
bién

Phan nay sé& dé cap téi cac nhom gidi phap cua
c4c nha san xuat noi tiéng trén thé gidi nhu

Amazon, Alphabet, Apple hay giai phap ma ngudn mo
openHAB.

Dau tién, khi so sanh giira cac nén tang dicu
khién giam sat nha thdng minh, cac giai phap phai
dugc so sanh ¢ kha nang tich hop cac thiét bi
Internet van vat.

+ Amazon Alexa: 20 000 thiét bi.
+ Google Home: 5000 thiét bj.
+ Apple HomeKit: 200 thiét bj
+ OpenHAB: 2000 thiét bi
+ Home Assistant; 2400 thiét bi
Tiép theo, cac nén tang thuong hd tro kha
nang ty dong hod ngdi nha.
+ Amazon Alexa: hé thdng cho phép tu .dong hoa
Véi céc thiét bi vao/ra, thoi gian, cam bién.

+ Google Home: hé thdng chi cho phép tu dong
hoé theo 1énh hoac thoi gian.

+ Apple HomeKit: hé thdng cho phép tu dong hoa
theo vi tri, thoi gian hoac cac cam bieén théng minh.

+ OpenHAB: hé théng cho phép tu dong hoa voi
céc thiét bi vao/ra, thoi gian, vi tri, cam bién.

+ Home Assistant: hé théng cho phép tu dong hoa
Véi céc thiét bi vao/ra, thoi gian, vi tri, cam bién.

Luu trir dit liéu trén nén tang dién toan dam
may: tat ca cac nén tang déu c6 kha nang luu trir
dir liéu trén dam may do hang cung cap.

Lua chon luu trir khong sir dung dién toan dam
may: trong c&c nén tang tham gia khao sat thi
Home Assistant va openHAB cho phép tu dong
hoa luu trix dir liéu trén bo nhd ctia nguoi dung.

Cac hé thong tham gia khao sat déu cho phép
quan ly giao dién ngudi dung mat cach hiéu qua.

Tang cuong hé théng bao mat: cac hé thong
nhu Amazon Alexa, Google Home, Apple
HomeKit déu khong cho phép tao hoic cai dat
mang riéng a0 VPN trén phan cing cua hang. Hé
thong openHAB va Home Assistant déu cho phép
cai dat thm mang riéng ao nhu Tailscale. Tuy
nhién openHAB chi cho phép cai dat VPN trén hé
thong dong lénh giy kho khin cho nguoi ding.
Home Assistant cho phép cai dat VPN dang giao
dién nguoi ding nén rat dé thao tac.

Bang 2. So sanh céac nén tang diéu khién va giam sat
nha théng minh

Amazon  Google  Apple openHaB  Home
Alexa Home HomeKit Assistant
Kha 20 000+ 5000+ 200+ 2000+ 2400+
ning két
noi
Tu dong Cam Lénh, Vitr, Vitri, Vi tri, cam
hod bién, thoi cambién,  cam bién, bién, thoi
thoi gian gian thoi gian thoi gian gian
Pim Co C6 Co Co Co
may
Giao co co Cé cé Ccé
dién
nguoi
dung
VPN Khong Khong Khong Co Co
Dong Giao di¢n

lénh
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Bang 2 tong hop céc so sanh gitra cac nén tang
diéu khién, giam sat nha thong minh. Trong d6 thé
hién kha ning phat trién hé théng dua trén ma
ngudén mé va tang cudng tinh bao mat dua trén
mang riéng ao giap nguoi dung bao vé dir liéu ca
nhan tranh ro ri dit liéu trén nén tang dién toan dam
may. Nho kha nang ma hoa ctia mang riéng ao, hé
thdng ciing giam kha ning ro ri dix liéu trén duong
truyén Internet.

6. KET LUAN
6.1 Két luan

Két qua thyc nghiém cho thay hé théng Home
Assistant cho phép

« Diéu khién cac thiét bi dién thong thuong
thong qua cong GP1O cua phan cing Raspberry pi
4B

» Giam sat hinh anh thong qua webcam, luu
trix truc tiép trén bo nhé.

« Phét hién chuyén dong, giam sat hinh anh
thong qua Camera Blink mini va luu trir dir li¢u
trén bo nho.

« CO6 thé phat nhac qua hé théng &m thanh
qua cong audio 3.5 mm.

« Diéu khién va gidm sét qua Internet thong
qua cdng cu mang riéng ao Tailscale.

Hé thdng c6 tinh bao mat cao:

« Hé théng dugc didu khién va giam sat
thdng qua tai khoan va mat khau trén Home
Assistant.

« Hé théng mang riéng 4o quan ly theo tai
khoan va mat khau riéng.

« Dit lieu duoc mid hoa theo chuan
WireGuard cho phép hé thong truyén dit liéu mot
cach an toan va hiéu qua

Nhu vay hé théng cho thdy ngoai 2 16p bao
mat theo tai khoan va mat khau cua Home
Assistant va Taiscale, di liéu cua hé théng duoc
ma hoa, dam bao an toan cho viéc gui dir liéu qua
lai gira cac thiét bi trong hé théng. Diéu nay Ia can

thiét néu céc thiét bi két ndi véi cac mang Internet
khong an toan tai noi cong cong.
6.2 Hwéng phat trién

Dbi v6i hé thdng diéu khién va giam sat, hé
thdng c6 thé phat trién theo hudng khong phu
thuc vao nén tang Home Assistant hay céc nén
tang c6 san khac. Tuy nhién vé&i huéng di nay, hé
thdng phai duoc xay dung tir dau voi phan cang
dong vai tro nhu mot server thu thap dir liéu va
diéu khién céc thiét bi trong nha théng minh.

Déi vé6i hé théng mang riéng 4o, hé thdng co
thé phat trién theo hudng tu khai thac cac hé thong
ma nguon mé nhu OpenVPN hay WireGuard. Tuy
nhién néu phat trién theo huéng nay thi hé théng
s& phai biét ciu hinh caia Modem Internet, mé cong
va két ndi téi may chi mang riéng a0. Thém nira,
vé6i dia chi IP dong thi cdu hinh hé théng mang
riéng 4o ciing thay doi lién tuc. Do vay, huéng phat
trién nay khong phu hop vai hé théng cé kha ning
truy cap Internet nhung khong c6 kha nang thay
d6i cau hinh cuia Modem Internet.

Trong trudng hop phat trién mang riéng 4o
trén nén tang dién toan dam may, ngudi dung c6
thé thué may 4o va cai dat may cha mang riéng ao
OpenVPN hoac WireGuard. Tuy nhién, bai toan sé
phat sinh chi phi thué may cha bén ngoai dé quy
tri mang riéng ao cho hé thong.
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