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Ngay nhan bai: 26/10/2023 Trong thyc té phan cing may thu hop phap thuong khong
hoan hao trong khi phan cung thiét bi nghe 1én thuong 1a hoan
hao. Do véy, dung lugng bao mat hé théng vo tuyén bi suy
Ngay duyét dang: 08/12/2023 giam déng ké. Dé nang cao dung lugng bao mat hé thong vo
tuyén, bai bao nay dé xuét s dung mit phan xa théng minh
(IRS) gan trén may bay khong nguoi lai (UAV). Ching toi tim

Ngay nhan bai stra: 16/11/2023

TU KHOA ra biéu thirc dung luong bao mat hé thong dé xuat qua kénh

Nakagami-m , sir dung mé hinh kénh xay dung cho hé thong
May bay khéng nguoi li; v tuyén thé hé thir 5 va tiép theo. Biéu thuc tinh toan 1y thuyét
Mt phdn xa théng minh; dugc kiém chiing biang mo phong Monte-Carlo. Két qua tinh

toan sd cho thay hé théng dé xuat (sar dung UAV/IRS) nang
cao dang ké dung luogng bao mat so véi hé théng truyén thng
(khong st dung UAV/IRS). Bong thoi, anh huong cua phan
ctng khong hoan hao va cac tham sé khac 1én dung luong bao
mét hé thong duoc phan tich chi tiét.

Phan citng khéng hodan hao;
Dung lwong bdo mqt.

1. GIOI THIEU riéng tu va toan ven cda thong tin trong qua trinh
truyén tai tir nguon dén dich. Thay vi chi dua vao
cac bién phap ma hoa va chirng thuc ¢ 16p tng dung,
bao mat 16p vat 1y tap trung vao viéc bao vé truc tiép

Bao mat lop vat ly (PLS: Physical Layer
Security) dong vai tro v6 cung quan trong trong viéc
dam bao an toan va bao v¢ thong tin trong mang - N
théng tin vé tuyén thé hé thir 5 va tiép theo (5G va  dur liéu & muc tin hiéu va séng v tuyen. Dieu ndy
B5G) (X. Li, Zheng, Zeng, Liu, & Dobre, 2022). giup tranh dugc cac kiéu tan cong phuc tap nhu tan
Trong thoi dai s6 hoa manh mé, thong tin vo tuyén cong trung gian va phd vd ma hoa (Graveto, Cfuz, &
d3 tré thanh mot phan khong thé thidu trong cuge  Simdes, 2022). Véi ung dung ngay cang pho bien
cua hé thong 5G va B5G trong cac linh vuc nhu y té,
6 t6 tu hanh, va dac biét 1a trong giai doan cach
mang cong nghiép 4.0, PLS s& dong vai tro quyét
dinh dé dam bao sy tin cdy cia cac ung dung nay
(X. Jiang, Li, Li, Zou, & Wang, 2022). H¢ théng 5G
va B5G di va dang phat trién cac ky thuat va giao

séng hang ngay cua ching ta, tir viéc truyén dit lisu
c4 nhan cho dén viéc két ndi cac thiét bi trong cac hé
thdng két ndi van vat (1oT: Internet of Things). Véi
tbc do truyén dit liéu ngdy cang nhanh va su phic
tap ngay cang cao cua hé théng vo tuyén, nguy co vé
an ninh thong tin cling tang l1én (D.-T. Do, Le, Ha, & )
Dao, 2022). Trong béi canh d6 PLS dam bao tinh  tUC MGi d€ nang cao bao mat lp vat 1y. Do do,
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nghién ciru va trién khai cic giai phap nay 1a vo
cung quan trong dé bao vé thong tin va dam bao tinh
6n dinh cta ha ting mang vé tuyén trong tuong lai.

Ngay nay, viéc sir dung may bay khong nguoi
14i (UAV: Unmanned Aerial Vehicle) va mat phan
xa thong minh (IRS: Intelligent Reflecting Surface)
giup nang cao kha nang giam sat moi truong vo
tuyén, kip thoi phat hién va dinh vi cac hoat dong
xam nhap khong mong mudn (Gong et al., 2021;
Mahmoud et al., 2021). Mat khac, UAV va IRS la
hai ki thuat hién dai, c6 nhidu wu diém noi troi,
dugc nghién ctru va du Kién ap dung rong rai trong
hé thong 5G va B5G. Sir dung UAV va IRS khong
chi gitp nang cao kha nang giam sat va bao vé cua
hé thong vo tuyén, ma con gitp ting cuong kha
ning tmg pho va phuc hdi sau cac sy ¢b bao mat.
Diéu nay dong gop dang ké vao viéc bao vé thong
tin va duy tri tinh 6n dinh cua hé thong vo tuyén
trong mot thoi dai diy thach thic vé& an ninh mang
(Singh, Agrawal, Singh, Li, & Ding, 2022). Cu thé,
UAV c6 thé dong vai tro 13 cac nat trong mang vo
tuyén, cung cap két ndi an toan va bao mat trong cac
khu vuc cam hoic kho tiép can, dic biét trong chién
tranh, thién tai va tham hoa. Trong khi do, IRS ¢6
kha nang thu thap dir lidu vé cac tin hiéu phat xa &
tat ca cac dai tan s6. Tir d6 phan tich chung dé xac
dinh cac ngudn gdc va tinh bao mat caa ching. Noi
cach khac su két hop cua UAV va IRS co thé cung
cip cai nhin toan dién va cai thién kha ning bao mat
cia hé thong théng tin vo tuyén (Mahmoud
Mohamed, Alnakhli, Hashima, & Abdel-Nasser,
2023; Wei, Wang, Pan, & Elkashlan, 2022).

Gan day, pham chét bao mat hé thdng vo tuyén
su dung IRS hodc UAV da dugc nghién ciu (Ai et
al., 2021; Gong et al., 2021; T. Li et al., 2021; X. Li
et al., 2022; Sun, Yang, & Cai, 2019). Trong nhiing
nghién ctru ndy, xac sudt va dung luong bao mat
thuong duoc tinh todn va mo phong dé danh gia
pham chat bao mat hé thong. Trong d6, dung luong
bao mat (SC: Secrecy Capacity) 1a tham s quan
trong trong phan tich va danh gia pham chét bao
mat. Mit khac, su két hop gitra UAV va IRS ciing da
dugc nghién cuu (C. Jiang, Zhang, Mu, Zhang, &
Ge, 2023; Niu, Chu, Zhu, & Zhou, 2022). Cu thé, ca
thiét bi hop phap va nghe 1én déu nhan tin hiéu qua

IRS mang bai UAV (viét tat 1a UAV/IRS) (Niu et
al., 2022) hoic UAV/IRS déng vai trd nhu thiét bi
gdy nhidu dén thiét bi nghe lén (C. Jiang et al.,
2023). Tuy nhién, mét kich ban quan trong khac la
thiét bi hop phap nhan tin hiéu ca truc tiép tr may
phat va phan xa qua UAV/IRS chua dugc xem xét.
Trong khi do, day la kich ban quan trong vi nang
luong thu caa thiét bi hop phéap s& cao hon nhiéu khi
c¢6 su két hop nhitng tin hiéu nay. Mit khac, phan
ctng thiét bi 1a hoan hao thuong khong sat vai didu
kién thuc té. Bé thiy rd cac két qua nghién ctru trudc

day, Bang 1 tong hop céc ndi dung lién quan.

Bang 1. Téng hop va so sanh két qua nghién ciu.

Baibao Kénhtruyén  Thiéthi  Kétqua
(X.Liet  Nakagami; IRS va Xac
al., khong c6  phancang  suit bao
2022) duong truc hoan hao mat
tiép
(Gong et Rayleigh; IRS va Xac
al., khong c6  phancang  suit bao
2021) duong truc hoan hao mat
tiép
(Sun et Rayleigh; UAV va Xac
al., khong c6 IRS  phancing  suat bao
2019) hoan hao mat
(T. Liet Rayleigh; UAV va Xac
al., khong c6 IRS  phancing  suat bao
2021) hoan hao mat
(Aiet Rayleigh; IRS va Xac
al., khong c6  phancang  suat bao
2021) duong truc hoan hao mat
tiép
(C.Jiang  Rayleigh; UAV/IRS  Tbc do
etal., khong co va phan dir ligu
2023) duongtruc  cung hoan
tiép hao
(Niu et Rayleigh; UAV/IRS Dung
al., khong c6 va phan luong
2022) duong tryc  cing hoan  bao mat
ticp hao
Bai bao Nakagami, UAV/IRS Dung
nay 5G va B5G;  vaphan lwong
c6 duong cang bao mat
truc tiép khong
hoan hao
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Can nhan manh thém rang IRS duoc gan trén
UAV s& phat huy uvu diém két hop cua ca hai ky
thuat nay. Cu thé, UAV/IRS vira c6 tinh di chuyén
linh loat, vira co tinh diéu chinh tin hiéu théng minh
nhu IRS ¢é dinh (C. Jiang et al., 2023). Tir d6 gitip
tang cuong hiéu suat két nbi vo tuyén va tdi wu hoa
tin hiéu theo diéu Kién moéi truong ciing nhu yéu cau
cua hé thong truyén thong. Cu thé, UAV/IRS bay &
vi tri thuan loi dé diéu chinh géc va hudng song vo
tuyén, tir do, giup toi uu héa hudng soéng va dinh
hinh tin hiéu, cai thién chat luong hé théng (Niu et
al., 2022). Mat khéc, sy diéu chinh linh hoat cua
UAV/IRS cho phép né tuong tac voi tin hiéu va diéu
huéng ching theo cach tdi wu nhéat. Pdng thoi,
UAV/IRS thudng dugc ty dong hoa dé phan xa tin
hiéu dya trén diéu kién méi truong va yéu ciu cua
hé théng truyén thong vo tuyén. Diéu nay giup duy
tri két néi on dinh khi UAV/IRS di chuyén trong
mdi trudng bién dong (Wang, Ni, Tian, Eldar, &
Niyato, 2023). Ngoai ra, su linh hoat caia UAV/IRS
¢6 thé ting cudng tin hiéu trong cac khu vuc c6 tin
hiéu yéu, noi kho trién khai cac thiét bi mat dat nhu
khu vuc ring nti hoac trong thién tai, tham hoa.
Nhu vay, bén canh nguyén 1y cua IRS cé dinh, IRS
dugc gan trén UAV giap cho viéc trién khai duoc
linh hoat, vi tri hop 1y, tir 46, phan xa tin hiéu tot dé
dat duoc hiéu suit téi wu cho hé théng truyén thong
vO tuyén.

Dé nang cao phdm chit bao mat hé théng vo
tuyén, chung toi dé xuat sir dung UAV/IRS dé hd trg
truyén tin tir may phat dén may thu hop phéap. Khac
V6i nhimg cong b trudc (C. Jiang et al., 2023; Niu
et al., 2022), trong hé thdng ching t6i dé xuit, may
thu két hop ca hai dudng tin hiéu, mot tryc tiép tir
may phat, mot phan xa qua UAV/IRS dé nang cao
chat luong. Pong thoi, dé danh gia pham chat hé
thong trong diéu kién thuc té, chung t6i xem xét
phan ctig may thu hop phap 1a khong hoan hao (HI:
Hardware Impairments) trong khi phan cing thiét bi
nghe 1én 1a hoan hao (ID: Ideal Hardware). Noéi cach
khac, kich ban x4u trong bao mat hé théng dwoc dé
XUat va khao sat. Bang cach dat dugc biéu thirc 1y
thuyét thong qua ching minh chit ché, nguoi nghién
clru c6 thé dé dang danh gia pham chat ciing nhur

anh huong cua cac tham sé khac dén pham chat hé
thdng. Tuc 13, két qua 1y thuyét gitp rit ngan thoi
gian trong danh gia pham chit va hoat dong hé
thdng. Chii y rang, khi khong thé tim ra biéu thic ly
thuyét, st dung mé phong, do dac va thir nghiém s&
t6n nhiéu thoi gian va cong st dé dat dugc két qua.
Pong thoi, sy ding din cua két qua phu thuge vao
su chinh xac cua trang bi cling nhu phuong phap mé
phong, do dac, thir nghiém. Mat khac, phuong phap
phan tich giai tich bao gdm cac budc/quy trinh sau:
khao sat cac nghién ctru lién quan; dé xuét hé thong;
mo ta hé thong; xac dinh biéu thirc tin higu thu; xac
dinh biéu thtre ning lwong thu duoc; tinh toan va tim
ra tham sb hiéu suat; sir dung biéu thuc tham sb hiéu
suit dé danh gia hé théng; két luan. Nhirng déng gop
m&i cua bai bao duoc tom tit nhu sau:

e D& xuit mo hinh méi str dung UAV/IRS dé
nang cao dung lwong bao mat hé théng vo tuyén,
trong d6 may thu hop phap két hop ca tin hiéu truc
tiép va tin hiéu phan xa tr UAV/IRS dé nang cao
chat luong tin hidu thu. Mat khac, HI ciia méy thu
hop phap dugc xem xét dé hé théng dé xuat sat véi
thuc té ung dung.

e Tim ra biéu thac dung luong biao mat hé
thong qua kénh truyén thuc té, trong d6 mé hinh
kénh st dung 14 mé hinh dwgc dé xuét ap dung cho
hé thong 5G va B5G. Biéu thic 1y thuyét dugc kiém
chang bang moé phong Monte-Carlo sir dung phan
mém Matlab.

e K&t qua tinh toan sé va mo phong cho thiy
hé thong dé xuat cai thién dang ké SC. Pac biét, so
v6i hé théng truyén théng (khong s dung
UAV/IRS), SC hé théng dé xuét cao hon nhiéu. Mt
khac, anh huong cua HI dugc chi 16 khi so sanh hé
thdng HI va ID. Dong thoi, anh huong cua cac tham
s quan trong khac dwoc khao sat nham tim ra cac
giai phap nang cao dung lugng bao mat hé théng.

Phan con lai cua bai bao dugc bd cuc nhu sau:
Phan IT md ta hé thong d& xuét, biéu thuc tin hiéu
thu tai may thu hop phap va thiét bi nghe 1én. Phan
[l danh gia pham chét hé théng bang cach dua ra
biéu thic SC trong diéu kién HI ¢ may thu hop
phap. Phan IV trinh bay két qua tinh toan s6, mo
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phong va cac thao luan. Phan V két luan noi dung
bai bao va hudng nghién ctu tiép theo.

2. MO HINH HE THONG

Hinh 1 minh hoa so d6 khéi hé théng UAV/IRS
v6i HI. Cu thé, may phat (S) truyén tin dén may thu
hop phép (D) trong khi thiét bi nghe 1én (E) ¢6 gang
nhan va giai ma cac tin nhin nay.

Dé nang cao cong suat nhan dugc tai D, mot
UAV/IRS gdom L phan ir phan xa (REs: Reflecting
Elements) duoc trién khai gitra S va D. Mt khac, D
nhan duoc tin nhan qua ca duong truyén S-D va S-
UAV/IRS-D. Noi cach khac, UAV/IRS bay & vi tri
thuan tién dé thanh phan nhin thang (LoS: Line-of-
Sight) giita S va UAV/IRS, UAV/IRS va D ton tai.
Nhu vay, su két hop cua tin hiéu phan xa va tin hiéu
truc tiép gitp hiéu suat hé théng duoc nang 1én dang
ké S0 VGi cac nghién ctru trude day. Vi UAV/IRS
dugc trién khai dé phuc vu kénh S-D nén E khong
nhan dugc tin hiéu phan xa qua UAV/IRS (do bi che
khuat boi toa nha, cay cdi) (Ai et al., 2021). Mt
khac, truong hop bao mat xau nhat duoc xem xét khi
D bi anh huong boi HI. Chu ¥ rang, do dic diém cua
UAV/IRS, S, D va E nén cac kénh S-UAV/IRS va
UAV/IRS-D duge dic trung boi thanh phan LoS
trong khi cac kénh S-D va S-E dugc dac trung boi
cic thanh phan khong co tim nhin thang (NLOS:
Non-Line-of-Sight) (Zhou, Pan, Ren, Popovski, &
Swindlehurst, 2022).

UAV/IRS

Distortion

DDDDD

Eavésdropper

Hinh 1. M6 hinh hé thong UAV/IRS Vi HI.

Vi HI, tin hiéu thu tai D c6 dang:

L .
Yo :(hSD+Zg|eW'h|)XS+77D+ZD, 1

1=1

trong d6 hyy, g, va h 1an luot 1a 12 kénh truyén tir S
dén D, tir S dén phan tir phan xa thir | (1" RE) va tir
I"RE t6i D ; ¢ 1a géc pha cia I"RE cua
UAVI/IRS; x 1a tin hi¢u phat ctia S véi cong suat
P; 7o 1a méo dang gay bsi HI tai D; z, 1a tap am
may thu tai D. Chu ¥ rang, biéu thuc (1) da ngam
dinh bién d6 cua 1M RE cua UAV/IRS bang 1. No6i
cach khac, tin hiéu khéng bi hap thy tai UAV/IRS
(D.-T. Do et al., 2022; Tran, Nguyen, Hoang, Le, &
Nguyen, 2022).

Do kénh truyén hyy,g, va h 1a céc sé phuc, ta

‘. _ -] _ —-§6
Co. hsp =|hsp € ¢SD, 0, =lg le 'va

h=lhle ™, voi (hpldo), (9 La) va
(b |,y;) tuong Gng la cap biéu dién bién do va pha
cua hyy, g, va h,.

Str dung bién d6 va pha, biéu thirc (1) tro thanh:

. L o .
Yo = (e [&750 + 3" gy [e 1™ [hy e )xg
I=1
+1p + Zp

L @
=e 50 (fhyy [+ gy [y [ AR
1=1
+1p + 2.

Nhu di chimg minh trong cac nghién ciu gan
day, UAV/IRS c6 thé diéu chinh théng minh goc
pha dé t6i wu hoa cudong d6 va huéng tin hiéu
(Nguyen et al., 2023). No6i cach khac, pha cua
UAV/IRS dugc diéu chinh tuy theo pha cia tin hiéu
dén va di nham dat dugC ¢ — & —y, +dyp =0 (X.
Li et al., 2022; Nguyen et al., 2023). Tu d6 gia tri
pha téi vu (ly twéng) caa UAV/IRS duoc xac dinh
la:

P =8+ — s 3)

Ap dung (3), biéu thuc (2) tro thanh:

) L
Yo =€ 0 (lhgs [+ gy 1N DX +77 + 2. (4)

1=1
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Ta thay rang (4) gdm 3 thanh phan: tin hi¢u can
thu, HI va tap am. Mat khac, HI tai mdy thu duogc
xac dinh boi:

sir dung cho mé hinh d& xuat. Cy thé, ham phan phdi
tich Ity (CDF: Cumulative Distribution Function) va
ham mat do xac suat (PDF: Probability Density

Function)  cua kénh  y  voi

—j L LN ~
ot CN e " (hg [+ 19/ Ih DF K°R) bien —do kenh
(5) x €{lhso |\ g LI hy |, Nsg [}duoc biCu dicn thong qua

v6i k2 thé hien mic do HI tai may thu (Tran et al., 0ac pha-dinh (m,) va dd loi trung binh (A ). Ve

2022).
Tir biéu thirc (4) va dinh nghia HI, biéu thuc ti s6
tin hi€u trén méo dang cong tap am (SNDR: Signal-

mit toan hoc, chiing duoc biéu dién nhu sau (Tran et
al., 2022):

m
to-Distortion-plus-Noise Ratio) tai may thu dugc xac Fl(y) = Ly(ml,—l y2)
dinh nhu sau: I(m,) A,
(11)
—lifsp 12 3 2 =1 1 r m, 2
&0 [ (g [+ g Iy DR, STy Ty Y
_ =1 (6) X X
#o ~ldsp 2 - 2,2 2 2m’ % m
D m
le " (I hsp |+|Z:1:| g, Iy )°k"Ps +op f,(y) :—Zmy2 1 1exp(—A—Z y2). (12)
r(m,)A* z

- / 7j¢SD 2:1 A L. , , N .
Matkhic, do [e "% =1 nén ta cé: Do UAV/IRS dugc trién khai dé h trg truyén

thong S-D, kénh truyén S-UAV/IRS va UAV/IRS-D
dugc dac trung boi LoS (C. Jiang et al., 2023).
Trong khi d6, kénh truyén S-D va S-E dugc dic
trung boi NLoS (Tran et al., 2022). Cha ¥ ring, véi
mo hinh kénh dé xuat dé str dung trong hé thong 5G
va B5G, d loi trung binh véi LoS (AL*®) va NLoS

L
(Iheo [+ 1 g IRy 2Py
=1

Pp (7)

. .
(hso [+ 19, I D*K?Ps + 05

=1
Dé thuan tién trong tinh todn, dat X, =g, || h |,

Y= X va Z=ho|+Y, biéu thic (7) tro

bt (A}"®) duoc cho boi (Tran et al., 2022):
an

_ z°m A =G, +G, —28—20log(f,)—22log(d), (13)
Mat khac, song song véi D, E thu tin hiéu truyén
tir S. Bi€u thirc tin hiéu thu tai E dugc cho boi:
Ye = heeXs +2¢, (9)
trong do, hy Ila kénh truyén tr S dén E;

(8)

P
b ANS =G, +G, —22.7-26log(f,) —36.7log(d), (14)

trong 46 G, va G, lan luot 1a d6 loi dng-ten thu va
phat; f. Ia tan s6 song mang; d 1a khoang cach
gilta may phat va may thu.

Bén canh d¢ loi kénh, chung toi muén xac dinh
ze © CN (0,0%) tap am may thu tai E. Chii y rang,
khac véi tin hiéu thu tai D, tin hiéu thu tai E duoc
xac dinh vai phan cing 1y twong. Tir (9), biéu thuc ti
s6 tin hiéu trén tap 4m (SNR: Signal-to-Noise Ratio)
tai E duoc tinh nhu sau:

hiéu suat hé thong trong trudng hop thuc té. Vi vay,
tap 4m may thu o2 (o3 va oZ) duoc tinh toan tir
cac tham s6 thuc té, cy thé 1a tir bang thong (By)

hé s6 nhiéu ( Ng ) va mat do cong suat nhiéu nhiét

[ (o0):
pE = 2 ' (10) 2 _ 2
o o =10log(B,, ) + Ng + 5. (15)
Trén co s& d6, dung lwong bao mat (SC) hé thong
dé xuét duoc tinh toan nhu sau:

CZ[E{IOQZ(]-"' Po) = IOgZ(l'FpE)}T’

3. PHAN TiCH PHAM CHAT BAO MAT

Trudce khi tinh toan phdm chat bao mat hé thdng,

) . 16
chiing toi 1am 13 dac tinh kénh truyén Nakagami-m (16)
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Voi pp va pe lan lugt duoge xac dinh boi (7) va (10); o2y
. ‘ F, (y)=pPriz2<—0Y__
[X]" =max{x,0}. Cht y rang dung luong thuong P, (1-Kk%y)
dugc tinh bang s bit trén sd lan sa dung kénh oly (23)
(bpcu: bit per channel use). =Priz W :
Do dic tinh ham ky vong, (16) dugc biéu didn lai sty
nhu sau: T (23) ta tinh dugc
_ _ * 2
C_[E{|092(1+pD)} E{|092(1+pE)}:| . (17) (y) 1— 1 F[A,B GDyZ J, (24)
Pit Gy =E{log, 1+ p)! va T(A) R(1-k7y)
C. =E{log, (L+ p¢)}, (17) tro thanh: véi
. I 1

@l QP Q- QP

Mat khéc ta co: trong d6 T() va () lam ham Gamma vi ham

Gy =E {log,(1+ pp)} :iz [ : oWy (19) Gamma Kkhong hoan chinh; (1) vi 4, (2) ln
o ~TY lugt 13 ham mo-men bac 1 va 2 cia Z , dugc cho
1 (1-F, (y) bai:
E {log, (L+ re g0 (20
G =E{log, 1+ pp)} = n2 20 Try y.  (20) ty ()=t (1) + 1y (D), (26)
Do d6, dé tinh todn dung luqng kénh hop phép va Uy (2) = i) (2)+ 1, (2)+ ZlLﬁhSDI (D, (1), (27)

kénh nghe 1én ¢ (19) va (20), ta can tim ra CDF cua

) Voi
Pp Va pg. Cuthé, chung dugce tinh toan nhu sau:
P ) @)= T(Mmgp +1/2) (A 28)
F,, (V) =Prip, <y} Hip | F(mes) .
Z°R, I(mg, +1) A

=Pri—-—-—=—<y (21) 2)= (msp D = A 29
{Z 2k2PS+O'é } Mhsrﬂ( ) (M) x Mes SD (29)

=Pr{Z?p,(1-k?*y) <oy}, L
e o) py (1) = Z‘,ux, (), (30)

h P
FpE(y):Pr{pE<y}: {| SEl S y}
GE (22) My (2) = Z”x )+ ZZ”x 1) Zﬂxl 1)
I'=1+1
= Pr{| he [2< GEV} (31)
PS

+22#x| (1)2/1x| @),
1=1 1=1

T (21) ta thay khi 1-k?y <0, tic la y>1/k?,
(21) ta thay khi y ¢y Hx, 1) va Hx, (2) duoc tinh toan va trinh bay chi

(21) luén théa man vi Z2Py(1-k®y) <0 trong khi

tiét trong phu luc.
d6 o2y >0. Noi cach khac khi y>1/k? ta duogc

Két hop hai truong hop y <1/k® va y>1/k?, ta
FpD(Y)zPf{zzps(l—kz)/)<0|§y}=1- Nguoc lai,  dugc bidu thirc sau:
khi 1-k?y >0, tac 1a y<1/k?, (21) tuong duong 1—LF{ B ady J y<1/K?
véi: F (=1 T(A) R(1-k%)

1, y>1/k?.
(32)
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Trong khi do F,_(y) co thé truc tiép dua ra tir
CDF cua | hye [ (Nguyen et al., 2023), ta co:

F, (y) Pr{thE|<O-FI>Ey}

S

=1- ;F(m
['(mge)
(33)
Sir dung (32) va (33), biéu thirc (19) va (20) duoc
tinh nhu sau:

1 Vk? 1
G, = [—r|AB
[(A)In2 ¢ 1+y

o0

2
opYy

R(1-k%y)

1

CE:

Tir (34) va (35), SC cua hé thong d& xuat duoc
xac dinh theo dinh 1y sau.

Pinh ly: Dudi tac dong cua HI tai may thu hop
phap, SC hé thong UAV/IRS qua kénh Nakagami-m
dugc xac dinh boi:

T FE

| A.B M (36)
Rk“(1-£,)
01
_ 1 Gl mSEO'|
D(mge)n2 *| AR |

trong d6 N 1a tham sb tra gia vé do phuc tap tinh
toan; &, =cos((2n-1)z/2N); G"()

(Jeffrey & Zwillinger, 2007).

la ham Meijer

Chieng minh: Phan chang minh chi tiét duwoc
trinh bay trong phu luc. Chu y rang, tir biéu thic
(36), ta dé dang danh gia anh hudng cta céc tham sb
hé thong 1én SC. No6i cach khac, (36) gitip giam thoi
gian md phong, thir nghiém. 6 1a wu diém noi troi
cua phuong phap phén tich gidi tich. Tuy nhién,
nhuoc diém cua phuong phap nay 1a kho khin cho
ngudi thuc hién. Dac biét khi hé théng phic tap,
viéc tinh toan dé tim ra biéu thuc cudi cung 1a rat
kho khan, thim chi la khong thuc hién dugc.

4. KET QUA TINH TOAN SO VA THAO LUAN

}dy, (34)

1 Me o2y
| my,—=EZ dy.  (35)
F(mSE)In2-£1+y ( S ASEPS}1

Trong phan nay, két qua tinh toan 1y thuyét
dugc s dung dé danh gia SC hé thdng trong céc
diéu kién hoat dong khac nhau. M6 phong Monte-
Carlo dwoc cung cap kém theo dé& chimng minh su
dung dan cua biéu thirc 1y thuyét. Luu y rang md
phong Monte-Carlo 13 mot phuong phap thong ké va
toan hoc dua trén viéc sir dung sé ngau nhién dé giai
quyét van dé. N6 dugc st dung rong rai trong nghién
clru, danh gia va nang cao phdm chét hé thong vo
tuyén. Do chinh xac ctiia mé phong Monte Carlo phu
thudc vao nhiéu yéu té, bao gom kich thuéc mau,
cach thuc tao sb ngau nhién, va cach mo ta cia mod
hinh. Trong nhiéu truong hop, mé phong Monte-
Carlo c6 thé tao ra két qua gan dang véi thuc té khi
s6 1an 1ap lai du 16n. Bai bao nay st dung 10° thuc
thé kénh dé tao s lan lap du lon, dat dugc két qua
chinh xac. Tir 46, két qua nghién ctiu s& sat voi hé
thdng thuc té. Trong cac hinh v& dudi day, ky hiéu
“UAV/IRS-HI” thé hién cho hé théng d& xuat (sir
dung UAV/IRS va bi anh huong boi HI);
“UAV/IRS-ID” thé hién cho hé¢ théng s dung
UAV/IRS véi phan cing 1y tuong; “P2P-HI” va
“p2P-ID” thé hién cho hé thdng khéng sir dung
UAV/IRS (cac hé thdng diém-diém (P2P: Point-to-
Point) trudc ddy) voi phan cing khong 1y tuong va
1y tudng. Cac tham sé st dung cho mé phong duoc
cai dat nhu sau: o =of =07, B, = 10 MHz,
Ne =10 dBm, of =-174 dBm/Hz (Tran et al.,
2022) (dé tinh ra o trong (15)), G, =G, =5 dB va
Msp =Mgg =My =m, =m=2 (T. N. Do, Kaddoum,
Nguyen, da Costa, & Haas, 2021). Dé tim ra gia tri
trung binh trong (13) va (14), chting t6i st dung toa
d6 3D dé biéu thi vi tri S, UAV/IRS, D va E (Singh
et al., 2022). Trong do, vi tri ctia S, D va E dugc dat
ch dinh Voi (% Ys,25) = (0,0,15) ,
(X5, Yo, Zp) =(100,20,2) va
(Xe, Ye,2e) =(150,60,2) . Toa do6 x va y cua
UAV/IRS duoc dit c6 dinh véi (x,,Y,) = (40,20)
trong khi do cao ciia UAV/IRS (z,,) thay doi tiy
theo kich ban khao sat. Cha y rang khoang cach gitra
2 diém A va B duwoc tinh nhu

dpg = \/(XB —Xa)? 4 (Y = Ya) + (25 — 2,)

sau:

Cac
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tham s con lai thay ddi tiy theo tinh hudng cu thé
dé danh gia toan dién SC hé thong. Can nhan manh
thém rang trong truong hop pha cia UAV/IRS
khong duoc diéu chinh t6i wu nhu thé hién & (3),
pham chét hé thong s& bi suy giam dang ké. Cu the,
khi pha ciia UAV/IRS khéng bét kip su thay d6i pha
cua tin hiéu dén va tin hiéu phan xa, 16i pha s& xay
ra. Do d6 nang lugng tin hiéu thu bi giam dan dén
giam pham chit. Noi dung nay da dwugc nghién ciru
va ching minh trong cac két qua trudc day (Al-
Jarrah, Al-Dweik, Alsusa, Iragi, & Alouini, 2021;
Zhang, Di, Song, & Han, 2020). B¢ tranh trang 1ap
két qua voi nhitng nghién ciru trude, bai bao khong
xem xét 11 pha trong cau hinh mé phong.

0 UAV/IRS-HI (Mb phong)
—— UAV/IRS-HI (Ly thuyét)
b UAV/IRS-ID (M6 phong) | A~
- 9~ -P2P-HI (M6 phong) &
--8--P2P-ID (Mb phong)

B

r
QNS e NS S S
A

A

-

=N

v
T

o~
T

w
T

. g-g-E--B-B-E-E--E-f
g

A
B 6-6
J"Gx— *‘ke

Dung luong bao mat [bpcu]

b e
o

v
.a__n.-ﬂ"&-?'a N 1 O0—O0—&
-10 0 10 20 30 40
Ps [dBm]
Hinh 2. SC hé théng dé xuét trong su so sanh véi

SC céc hé thong khéc sir dung L = 40 RE, f = 3

GHz, z,=150 va k*=0.01.

Hinh 2 thé hién SC hé théng dé xuét trong sy so
sanh véi SC cac hé théng khac str dung L = 40 RE,
f =3 GHz, z,=150 va k*=0.01. Chu y ring
gia tri cac tham s6 hé thong dugc chon trén co so do
luong va thir nghiém trong thuc té (T. N. Do et al.,
2021; Tran et al., 2022). Cac tham sb khac nhu da dé
cap & trén. Trén Hinh 2, dwong biéu dién két qua ly
thuyét sir dung biéu thac (36). Sy trung khép cua két
qua ly thuyét va mo phong chiing minh sy ding dn
cua biéu thic dat dugc. Hinh 2 cho thdy pham chat
bao mat cua hé thong dé xuit duoc cai thién dang ké
S0 Vi cac hé théng truyén thng (hé thong P2P-HI
va P2P-ID). Tuc la sy két hop cua tin hiéu phan xa

qua UAV/IRS va tin hiéu tryc tiép da lam ting dang
ké hiéu suat hé thong. Noi cach khéc, tin hiéu sir
dung trong mang 5G va B5G duoc két hop dé nang
cao pham chat bao mat hé thong dé xuat. Cu thé, SC
I6n nhat caa hé thong dé xuét c6 thé dat dén 5 bpcu
trong khi hé thong truyén thdng chi dat dugc hon 2
bpcu. Mat khac, anh huong cua HI tai may thu hop
phap 1a rat Ion, boi SC hé théng UAV/IRS-ID ting
khi cong suit phat ting va dat t6i hon 7 bpcu. Trong
khi d6, SC hé thong d& xuat chi ting khi cong suat
phat nhé hon 12 dBm, sau d6 giam va chuyén toi gia
tri 0. Nhitng dic tinh nay cho thay rang bo qua anh
huong caa HI khi khao sat pham chat bao mat hé
thdng v6 tuyén s& dan dén nhiing nhan dinh khong
chinh x4c.

Hinh 3 khao sat SC hé thong dé xuét khi L thay
d6i v6i L = 20,30,40 RE. Céc tham s khac nhu st
dung cho Hinh 2. Ta thay ring ting sé phan tir phan
xa trén UAV/IRS s& tang dang ké SC hé thdng
UAV/IRS-HI va UAV/IRS-ID. Cy thé, SC cyc dai
cua hé théng dé xuat UAV/IRS-HI la 3.3 bpcu tai
P, =16 dBm, 4.2 bpcu tai P, = 14 dBm va 4.8
bpcu tai P, = 12 dBm tuong (ing Vi s6 lwgng phan
te phan xa la 20, 30 va 40. No6i cach khac, khi s6
lwong phan tir phan xa ting 1én, SC cuc dai hé thong
dé xuat tang 1én trong khi cong suit phat dé dat duoc
gia tri nay giam xuéng. Do vay, khi diéu kién cho
phép, ta co thé sir dung UAV mang IRS véi kich
thudc I6n dé nang cao SC hé thong.

7 O UAV/IRS-HI (M6 phér}g) A_,A...A-‘-A---A"'A‘"'A"'A"'A"'y
—— UAV/IRS-HI (Ly thuyét) b
- UAV/IRS-TD (Mo phong)| A"
=T & il BB
3 A e
=3 y .
) A
=51
«é. e Al Bl B BB BB
o4t N
-3
Ka)
on
g3
=
on
St
()
1 -@ .......
‘l.,.ﬁ'“ &
J-y o9
o A o
-10 0 10 20 30 40
Py [dBm)]

Hinh 3. SC h¢ thong dé xuét khi L thay doi.
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S4r S
e
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Hinh 4. SC hé théng dé& xuat voi tan sb song
mang cua hé théng Wi-Fi.

Hinh 4 trinh bay SC h¢ théng d& xuat khi tan s6
song mang thay d6i. Cuy thé, hai tan sb song mang
dugc st dung trong hé théng Wi-Fila f, = 2.4 GHz

va f_ = 5 GHz dugc st dung cho Hinh 4. Céac tham

sb khac duge cai dat nhu cho Hinh 2. Hinh 4 cho
thdy rd rang rang ting tan s6 song mang sé& lam giam
dang ké SC cac hé théng UAV/IRS-HI, UAV/IRS-
ID, P2P-HI va P2P-ID. Két qua nay 1a hop 1y vi khi
tan sé song mang ting 1én, suy hao duong truyén s&
manh hon, nhu thé hién trong biéu thuc (13) va (14).
Do d6, khi cdu hinh mang 14 ¢6 dinh thi viéc sir dung
tan s6 phu hop 1a rat quan trong. Tir d6 tranh duoc
viéc suy hao dung lwong bao mat, nang cao phdm
chat bao mat hé thong vo tuyén.

Hinh 5 minh hoa anh huong cua phan cing
khong hoan hao HI 1én SC cac hé thong UAV/IRS-
HI va P2P-HI véi nhiing gia tri Khac nhau cua cong
suit phat (R;=10,20 dBm). Chu y rang trong cac
may thu phat thyuc té, gia tri k? tir 0.08 dén 0.175
(Tran et al., 2022). Hinh 5 cho thdy anh huéng cia
HI 16n SC 1a rat 16n va khong thé bé qua.

6

0 UAV/IRS-HI (Mé phong)
——UAV/IRS-HI (L thuyét)
- 4~ -P2P-HI (M6 phéng)

W
T

S
T

]

Dung lugng bao mat [bpcu]
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N
~0 - R
1 t Rahahs _8 "‘*’*@":3:3— 0']=0- -0-6-9- 5
-4 -26- <= < -o- o
=0 -0 - ¢
0 . . . | . . . L
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k2

Hinh 5. Anh huéng ciia HI 1én SC cua hé thong
UAV/IRS-HI va P2P-HI véi P, =10,20 dBm.
DPong thoi, cong suit phat cang cao thi anh hudng
ctia HI cang 16n. Két qua nay hoan toan phu hop boi
nang luong HI phu thudc vao cong sudt phat. Do
vay, SC hé thong dé xuit UAV/IRS-HI giam dang
ké khi HI ting lén. Cu thé, khi k? tang tir 0.01 dén
0.1, SC cua hé théng UAV/IRS-HI giam ti 4.7
xuéng 2.6 bpcu véi P, =10 dBm va tir 3.9 xuéng
0.9 bpcu véi Py =20 dBm. Mat khac véi Py =10
dBm, SC hé thdng UAV/IRS-HI cao hon rit nhiéu
s0 véi SC h¢ thong P2P-HI. Tuy nhién véi P, =20
dBm, SC hé théng UAV/IRS-HI chi cao hon dang
ké khi k? nho. Do d6, dé phat huy wu diém cua
UAV/IRS trong diéu kién HI, s dung cong suat
phat phu hop la giai phap quan trong.

71 O UAV/IRS-HI (Mo phol:lg) A..A‘-A'"A'"A""A"'A'"A"'A"':'
—— UAV/IRS-HI (Ly thuyét) =
b UAV/IRS-ID (M6 phong) A,A"

6F ]
= & NNV N N N NN |
= A
2 & P
25 & = A BBz
5 AAA
g
24r
=)
2
&3t
=B
2
S2t
A

1} -

& . o z,, = 150,200, 250

0 e 1 1 1 L
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Hinh 6. SC hé théng d& xuit khi d6 cao cua
UAV/IRS thay doi.
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Hinh 6 danh gia anh hudéng cua d¢ cao khi bay
cia UAV/IRS t6i SC hé théng dé xuat véi ba muc
khac nhau z,, =150,200,250. C4c tham s6 con lai
nhu cai dat & Hinh 2. Do ting d6 cao cia UAV/IRS
dan dén tang khoang cach tir S dén UAV/IRS va tir
UAV/IRS dén D, SC hé théng dé xuat bj giam dang
ké. Cu thé, khi khoang cach ting 1én, do loi kénh
truyén giam xudng (theo biéu thirc (13) va (14)), do
vay, uu viét cia UAV/IRS bi giam. Cy thé SC cuc
dai cua hé théng UAV/IRS-HI 1a 4.8 bpcu voi
z,=150va 3.6 bpcu voi z,=250. Do vay,
UAV/IRS can bay & vi tri thuan loi dé hd tro tét viéc
truyén tin ¢ S va D va ning cao dung luong bao mat
hé thdng.

5. KET LUAN

Bai bao d& xuét hé théng vo tuyén méi trong do
UAV mang IRS duoc trién khai dé nang cao pham
chat bao mat hé thong. Thong qua tinh toan, biéu
thire dung lwong bao mat duoc tim ra trong didu kién
HI & méay thu hop phap. Pong thoi, kénh truyén dé
Xut ap dung cho hé théng mai 5G va B5G duoc st
dung trong qua trinh tinh toan, mo phong. Két qua
tinh toan cho thay rang, sir dung UAV/IRS nang cao
dang ké SC hé théng vo tuyén. Cu thé, hé théng dé
xuit (UAV/IRS-HI) cho SC cao hon dang ké so véi
cac hé thdng truyén thong khong sir dung UAV/IRS
(P2P-HI va P2P-ID). Bong thoi, anh huéng cua HI
dugc khang dinh 1a dang ké va khong thé bo qua khi
so sanh SC hé théng UAV/IRS-HI va UAV/IRS-ID.
Ngoai ra, anh huong caa cac tham sb hé thong khac
nhu tan sé séng mang, sb luong phan tir phan xa,
muc d6 HI va do cao UAV/IRS da dugc phéan tich
ky luong. Thong qua do, mot sé giai phap hitu ich
nhdm nang cao dung luong bao mat hé théng dugc
dé xut.

PHU LUC

Phin nay cung cdp cic budc tinh toan chi tiét dé
dua ra biéu thuc (36) cua hé thong UAV/IRS dé
Xuit. Cu thé, dé tim ra (32), ta can tinh toan cac ham
mo-men cia kénh truyén twong ng.

Dau tién, ham mo-men tht t ctia | hyy | dugce tinh

nhu sau:

gy © @I g = [y fy (1), (37)
Str dung flngl(y) cho béi (12) va ap dung cong

thuc (3.461.3) trong (Jeffrey & Zwillinger, 2007),
(37) tr¢ thanh:

—-t/2
_T(mgp +t/2) [ mgp
MhSDl(t) B I(mgp ) [ASD] . (3

Tu (38),chot = 1vat = 2,tathu dugc (28) va
(29).
Vi X, 59, |Ih |, PDF ctia X, duogc tinh nhu sau:

»1
b W)=~ g (D@ (@)
Str dung (12), (39) c6 dang:
4 m, V¢ (m )™
fo()e——— | Do | M
|(y) r(mg)r(mh)[AgJ [Ahj (40)

2 2
><y2mg71J~oozzmhfzmg—1exp 3 y mg B m, z a4z
0 Az A,
Ap dung cong thirc (3.478.4) trong (Jeffrey &
Zwillinger, 2007), PDF cua X, dugc xdc dinh nhu

Sau:

I’T'Ig +mh

4 m,m;, 2
fy = g
! ) 1“(mg )F(mh)[AgAhJ

(41)
mg +m, -1 mg m;,
xy Kmh_mg(Zy /A el
g=h
Tu PDF, ta tinh dugc ham m6-men cua X; :
O @EEX 3= [y f, (dy.  (42)

Thé (41) vao (42) va ap dung cong thuc
(6.561.16) trong (Jeffrey & Zwillinger, 2007), (42)

tro thanh:
—t

- mym, |2
Hx L) = x

Tir (43), ta dé dang tinh dugc ham mo-men bac 1
va2cia X,. Cu thé:

_ [Aghs
Hx 1= X
' mym,

T(m, +t/2)I(m, +t/2)
I(mg)r(my,)

(43)

T(m, +1/2)T(m, +1/2)
I'(mg)r(my)

, (44)
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#x, (2) (45)

ViyY= Z X,, ham mo6-men cia Y duogc tinh

= AgAy,.

nhu sau:

#y () @E{Y'}
I S
t=0t,=0 t_,=0 L1

XM, (t _tl)/qu t-t)- “Ha (t),
n ]
trong d6 where T
k) ki(n=k)!
bac 1 va2cta Y dugc tinh nhu ¢ (30) va (31).
Do |hy|va Y 1a hai dai lugng doc 1ap, ham mo-

. Ttr (46), m6-men

men cua Z = hyy |+Y duoc tinh nhu sau:

py )0 E{(hsp [ +Y)}

gfre]

:z(:}u%l(i)m (t-i).

i=0

(47)

Tir (47) ta dé dang tinh dugc moé-men bac 1 va 2
cia Z nhu & (26) va (27). Do @6, CDF ciia Z duoc
xac dinh nhu sau:

1
F (y) = -

& mof ¢

EmZ(Z) m, ()F5

& Q
ot m@F _ m@y )
%rw)- m,OF 'm, @2 - mOFs
——g(A By).

GA)
Do @n,x) + g(n,x) = @n), (48) dugc biéu
dién lai thanh:
1
F,()=1- ——= QA By).
‘ GA)
Trén co s¢ (49), CDF ¢ (23) duogc tinh nhu sau:

_ / opy
FpD(Y)—Pr{Z < Ps(l—kzy)}
-F _ ooy .
‘ \/ P(1-k?y)

(49)

(50)

Ap dung (49), (50) tro thanh (24). Tir d6, ta tinh
dugc biéu thire dung luong o (34) va (35). Cu thé,
trén co so (Tran et al., 2022) (34) dugc tinh boi:

© =K r(A)lnzz“ vy 1+(1+§n)/2k2
(51)

2
xI© A,B GD(]'Z+§n)/2k > )
P1-k“(@+&,)/2k?]
Trong khi d6, ap dung tai liéu (Prudnikov,
Brychkov, & Marichev, 1986) ta co:

2 2

m m
FLmSE, A'sEGEyJ:Glz,zo( ASEO'PEY
sefs

Sir dung (52), (35) duoc tinh boi:
1 Tl a0 mSEO-éy 0
= G- . 53
. T(mg)in2)1+y 12( AP, ™0 y. 53
Ap dung cong thuc (7.811.5) trong (Jeffrey &
Zwillinger, 2007), tich phan trong (53) dugc giai
quyét. Ta duoc:

j 62)

SE'S

G = (54)

2,3

2 0,1
1 G3t mSEO-E|
I(mg)In2 2| AgPs |OYmSE‘0
Thé biéu thire (51) va (54) vao (18), ta thu duoc (36)
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GENERAL INFORMATION ABSTRACT

Received date: 26/10/2023 In practice, legitimate receiver hardware is often imperfect,
) while eavesdropper hardware tends to be more reliable. As a
Revised date: 16/11/2023 result, the secrecy capacity of wireless systems is significantly
Published date: 08/12/2023 reduced. To enhance the secrecy capacity of wireless systems,
this article proposes the use of an intelligent reflecting surface

(IRS) mounted on an unmanned aerial vehicle (UAV). We have

KEYWORD successfully derived the secrecy capacity (SC) expression for

the proposed system over the Nakagami-m channel using the
Unmanned aircraft; channel model designed for the fifth and beyond generations
Smart reflective surface; (5G and B5G) of wireless systems. The theoretical calculation

expression has been validated through Monte-Carlo
simulations. Numerical results demonstrated a substantial
improvement in the secrecy capacity of the proposed system
when utilizing UAV/IRS, compared to the traditional system
without UAV/IRS. Furthermore, we conducted a detailed
analysis of the effects of imperfect transceiver hardware and
other parameters on the secrecy capacity.

The hardware isn't perfect;
Security capacity.




