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TOM TAT

Hién nay, cac camera giam sat ngay cang duoc su dung
rong rii trong cac cin ho gia dinh, do nhitng tién b cong
nghé phan ctmg, kha ning két nbi cao, chi phi thap. Viéc
tich hop cac camera voi thiét bi bién khac nhau vao hé
sinh thai nha théng minh dang trd nén ph bién nham tao
ra bo diéu khién chung cho cac thiét bi khac nhu: dén,
chuodng cura, nhiét d§. Tuy nhién, cac camera do gidi han
vé tai nguyén phan cimg nén thuong chi hd trg ki thuat
nhan dang chuyén dong, ngudi don gian. Trong nghién
cuu nay, ching t6i xay dyng mo hinh nhan dang trom
theo thoi gian thyc dua trén ky thuat hoc chuyén giao
(Transfer learning) trén thiét bi bién phd bién Hé thong
da dugc thir nghiém trén cac bd dir liéu mau va trén cac
md hinh YOLOv8n, EfficientDetD0O, MobilenetV?2
SSDLite cho thdy mé hinh téc d6 do xir 1y thip nhét 1a
3.6 FPS (Raspberry Pi 3 B+), 6.5 FPS (Raspberry Pi 4 B),
10.2 FPS (Jetson Nano) véi do chinh xac AP (kiém tra)
trén 60%. Vi vay, hé thong kha thi khi trién khai vao thuc
te.

1. GIOI THIEU

Ngay nay, su tich hop cua Al véi cac hé
théng an ninh, giam sat da tao ra cong cu hiru
ich trong viéc quan 1y tai san ctia c4 nhan va to
chtrc. Cac hé théng giam sat théng minh thuong
su dung cac moé hinh tri tu¢ nhan tao dé nhan
dang doi tuong nhu: trom, cudp, nguoi la, ...
Ngodi ra, sy phat trién cta cac thiét bi bién
(Edge devices), dic biét 1a trong bdi canh
Internet van vat (IoT), da tao ra xu hudng tich

hop cac mé hinh vao cac thiét bi bién nham tang
cuong kha nang xur 1y tai chd khong can may
chu, khong str dung dich vu trén dam may.

Thiét bi bién thuong duoc trang bi mot sd
phan ctmg c6 kha nang xtr 1y dir liéu tot hon cac
thiét bi dién tir truyén théng nhu CPU, GPU,
RAM. Nhung nhin chung, tai nguyén trén thiét
bi bién thudng bi han ché so voi may tinh, may
chil. Vi vy, cac nghién ciru vé nhan dang ddi
tugng hién nay dang tap trung vao viéc diéu
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chinh, giam kich thuéc mé hinh dé c6 thé hoat
dong theo thoi gian thuc trén cac thiét bj bién
van dam bao do chinh xac chép nhan duogc Khi
st dung camera dé phat hién trom, c6 mot )
kho khan va thach thuec la:

+ Goc quan sat han ché: vi tri lép dat
camera anh hudng dén hinh anh thu duoc,
camera thuong dat vi tri géc cao nén hinh anh
thu duoc s& khé thiy duoc guong mit ké trom.

+ Anh sang yéu: trong diéu kién anh sang
yéu, anh sang khong déu hodc khong c6 anh
sang, camera c6 thé gip kho khan trong viéc ghi
lai hinh anh 16 rang cia ké trom.

+ Gid mao va che day: ké trdm sir dung
nhiéu cach dé gia mao hodc che day danh tinh
nhu: deo khau trang, mac 4o trum dau, ddi non,
mic 4o den, cai dau, ... lam cho viéc nhan dién
chung tréd nén kho khan hon.

+ Camera can két ndi dén hé théng tap
trung ¢ cdu hinh phan cimg manh (thuong trén
dam may) dé xu 1y theo thoi gian thyc voi do
chinh xac cao han ché bao dong gia do nhim
lan chuyén dong cua dong vat, con trung hodc
cac yéu té moi truong véi chuyén dong ctia con
nguoi.

Trong bao cdo ndy, chung toi dé xuit mo
hinh st dung k¥ thut hoc chuyén giao (transfer
learning) dé tao ra md hinh nhéan dang trom véi
d6 chinh xac twong dbi phu hop sir dung trén
thiét bi bién Raspberry Pi 3 Model B+ (RPi
3B+), Raspberry Pi 4 Model B (RPi 4B),
NVIDIA Jetson Nano Developer Kit B0l
(Jetson Nano) theo thoi gian thyc (m6 ta hinh
1). Phuong phép thyc hién bao gém cac noi
dung sau: (1) Nhan dang chuyén dong tir video
va (2) Phan tich dbi tugng chuyén dong co phai
1a trom hay khong.

Bai bao duoc trinh bay v6i Phan 1 1a gidi
thiéu, Phan 2 cung cp co sé va nghién ctu lién
quan vé cac phuong phap va m hinh nhan dang
trom. Phan 3 mo ta k¥ thuét chinh xay dung hé

thong. Phan 4 thir nghiém va danh gia. Cudi
cung, phan 5 két luan va cac hudng nghién ctru
trong tuong lai.

2. NHUNG CONG TRINH NGHIEN CUU
LIEN QUAN

Céc hé thong phat hién xAm nhap bat hop
phap, trom da dugc phat trién tir lau bang cach
st dung cac thiét bj dién tir nhu cam bién
chuyén dong, cam bién nhiét, cam bién mé cua,
cam bién rung, cam bién hong ngoai hoic két
hop cac cam bién (Saranu et al., 2018). Tuy
nhién, cac hé théng nay c6 nhuoc diém la d&
nhan dang nham.

Céc nghién ctru gan day thuong st dung tri
tué nhan tao két hop v6i hé thong camera an
ninh nham ting do chinh xac va dé dang tuy
chinh cho phu hop v6i moéi truong hoat dong.
Céc md hinh dang duoc phat trién theo hudng
diéu chinh tham s6, giam kich thudc, ting toc
do xu ly dé c6 thé hoat dong theo thoi gian thuc
dua trén k¥ thuat hoc chuyén giao. Day 1a mot
ky thuat trong hoc may, trong d6 mo hinh da
dugc huan luyén trudc trén mot tap dir liéu 16n
duogc chuyén giao va sir dung dé huan luyén mot
mo hinh méi cho mdt bai toan tuwong ty hodc
lién quan trén tap dit liu nho.

Céac md hinh nhan dang trdm thuong bao
gdm cac chtrc nang 1a: phén tich chuyén dong
ctia ngudi, phat hién khau trang (mat na), phat
hién vii khi (Arora et al., 2021; Nighrunkar et
al., 2022). Agarwal (2021) dé xuét hé thong s&
phat hién chuyén dong vai su tro gitp clia mang
no-ron tich chap va thong bao canh bao khi c6
trom (Agarwal et al., 2021). Gidi phdp tu dong
phat hién va nhan biét cac tinh hudng nguy
hiém do Grega va cong su (2016) dé xuat 1a
nhan dang cam dao, sung trén tay. Két qua giai
thuat nhan dang cam dao twong ddi tbt trong
diéu kién hinh anh chat luong thap tir camera
(Grega et al., 2016).
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Nghién ctru ciia Verma va Dhillon (2017)
g dung Faster R-CNN d¢é phat hién sing cim
tay cho két qua do chinh xac 93% (Verma,
Dhillon et al., 2017). Arora va cong su (2021)
dé xuat hé théng phat hién va giam sat hanh vi
trém cép sir dung hoc may bang cach két hop
nhan dang chuyén dong, nguoi mang khiu
trang (mdt na) va c6 mang vii khi (Arora et al.,
2021). Nighrunkar va cong su (2022) dua ra
phuong an t6i wu hoa sir dung cGAN va YOLO
dé phat hién hanh vi trém cap véi do chinh xac
cGAN 97.8%, YOLOV3 89.9% va YOLOVS
87.5% (Nighrunkar et al., 2022).

B9 dir liéu UCF Crime 1a mot tap dir li€u
duogc st dung trong linh vuc nhan dang hanh vi
va phat hién t6i pham trong video. Pugc tao ra
boi dai hoc California, Santa Cruz (UC Santa
Cruz), bo dit liéu nay chuta tong cong 128 gid
tir 1900 doan phim dai giam sat trong thé gidi
thuc va khong bi cat, duoc ghi lai tir nhiéu
camera giam sat khac nhau, mo ta 13 hanh vi
bét thuong lién quan dén toi pham khac nhau:
lam dung, bat gitr, dot pha, danh nhau, tai nan
trén dudng, trom cép, nod, tn cong, cuop, ban
sung, trom cép, trom cép trong cira hang va pha
hoai. B§ dir liéu DCSASS dugc xay dung tu
UCF Crime trong do khéc phuc mot s6 nhuogc
diém nhu cac video bat thudng ¢ chira nhiéu
tinh hudng binh thudng dan dén do chinh xac
thap (Sultani et al., 2018). Mbdi doan phim la
phién ban rut gon chi dai khoang 4-5 gidy
DCSASS c¢6 tong cong 16853 video, trong do
9676 video dugc gin nhén 1a binh thuong va
7177 1a bit thuong. Dbi véi hanh vi trom cép co
2048 doan phim, 965 doan phim gén nhén bt
thuong, 1983 doan phim gin nhin 1i binh
thuong va duoc chia thanh 64 noi dung bao gdm
trom do xe 6 t0 (41), xe may (19), trom do trong
quan an (1), vao nha trdm (1), cura hang (1), xe
dap (1).

Khao sat dén trom Cép tai san 0 Viét Nam
trén bdo cua bao vnexpress thi ndi dung co sy
khéc bi¢t véi tap dir licu DCSASS nhu: hanh vi
trom cip chi yéu khong phai 13 trom do xe 6 to

ma thyc hién trong nha, mang nén bao hiém,
khau trang. Hinh 1 mé ta trudng hop trom xe
may ¢ nudc ngoai cho thdy ké trom khong
mang nén bao hiém, khau trang nhu ¢ trong
nude. Do d6, c6 thé thdy bo dit liéu hinh anh vé
trom phuc vu cho viéc xay dung md hinh phy
thudc nhiéu vao méi trudng quan sat, thu thap.

(a) (b)

Hinh 1. Thé hién hinh anh khac nhau gilia trom xe
may O nudc ngoai (a) trong tap dir liéu DCSASS
va & trong nudce (b) trén bdo VnExpress.

3. PHUONG PHAP DE XUAT

Trong phan nay, chung toi mé ta chi tiét
phuong phap bao gém hai chirc ning 1a nhan
dang dbi twong chuyén dong trong video va st
dung md hinh hoc chuyén giao dé xac dinh
trom.

3.1 Nhin dang déi twong chuyén dong trong
video

Nhéan dang chuyén dong, 1a budc co ban
trong k¥ thuat giam sat bang video, nham muyc
dich phat hi¢n di chuyén cua cac do6i tuong hodc
cac thay doi trong khung hinh xac dinh. Cac kho
khan gip phai véi phuong phép phéat hién
chuyén dong la nhiéu nguén, hinh nén phtc tap,
su thay d6i trong anh sang cua canh, bong cua
vat thé tinh va vat thé chuyén dong.

Nhiéu nghién ctru vé phat hién chuyén
dong da duoc thuc hién trong thap ky qua, cac
phuong phap dugc phan thanh ba loai chinh la
background subtraction (loai bo nén cd dinh tir
cac khung hinh dé tim ra cac ving chuyén dong
trong video); frame difference (phat hién
chuyén dong trong video bang cach so sanh sy
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khac biét gita cac khung hinh gan nhau);
Optical flow (theo ddi chuyén dong cua diém
pixel qua cac khung hinh lién tiép dé xac dinh
huéng va tbc do cua su di chuyén).

Theo nghién ctru cua Sehairi (2017) ky
thuat frame difference co téc do xir 1y cac
khung hinh cao (Fps) va kha nang phat hi¢n
chuyén dong t6t trong diéu kién anh sang yéu
hodc hoan toan thiéu anh sang tu nhién (night
video) (Sehairi et al., 2017). Do d6, k¥ thuat
temporal differencing phu hop khi st dung véi
céc thiét bi bién v6i phan cing gi6i han va phu
hop v61 moéi trudong anh sang ban dém la thoi
diém ké trom thuong thyc hién.

Thuat toan frame difference so sanh hai
khung hinh lién tiép trong video va xac dinh cac
pixel da thay do6i. Cac pixel da thay doi duoc
cho 1a dai dién cho cac ddi twong dang chuyén
dong. Cong thure toan hoc (1) tinh do sai khac
A, gitra hai pixel P, (x, y) trong khung hinh hién
tai va P;_, (x, y) khung hinh trudc d6 la:

A= |Pe(x,y) = Pe_a (x, y)| (1)
Trong do:

P, (x,y) la gia tri pixel tai vi tri (x, y) trong
khung hinh hién tai.

P._1(x,y) la gia tri pixel twong ng tai vi
tri (x, y) trong khung hinh lién trudc.

Su chuyén dong cua d6i tugng M, duoc
tinh bang cach so sanh gia tri cia A; v6i ngudng
0 cho trudc.

M, =

{1,At2 ] @

0,ngworc lai
Do dbi tuong phat hién chuyén dong cua h¢

thdng 1a ké trom ciing tuong dong voi nguoi di

bd nén ngudng 0=30 la phu hop theo nghién

ctru cua (Barbu et al., 2014).

3.2 Xay dung mé hinh hoc chuyén giao

Theo nghién ctru ciia Kamath va Renuka,
(2023) cac mo hinh nhan dang d6i trong hiéu
qua trén thiét bi bién 1la YOLOV7-X,
EfficientDet-D0, MobilenetV2-SSDLite. Cac
mo hinh trén dugc xay dung trén bo dir licu MS-
COCO, trong d6 16p nguoi c6 sbé lwong anh
huin luyén 16n nhat 1a 262465 so vdi cac 16p
con lai (Aslam, Curry et al., 2021) va diéu nay
phu hop véi ngir canh cua nghién clru 1a nhan
dang ké trom. Cac mdé hinh thuc hién thur
nghiém nhu sau:

- Yolov8n: YOLO (You Only Look Once)
1a mot trong nhitng m6 hinh manh mé dé phat
hién d6i twong nhanh chong va chinh xéc trong
linh vuc thi gidc may tinh. YOLO la mdt thuat
toan One State Dectector, nghia 1a dy doan
nhan va vi tri cia d6i tugng trong toan bo buc
anh chi v&i mét 1an chay thuat toan duy nhét,
diéu nay gitp cho thoi gian xir 1y ciia YOLO rat
nhanh, pht hop véi cac tng dung can chay thoi
gian thyc. Phién ban YOLOVS c6 nhiéu cai tién
vé kién trac gitp n6 co tdc d6 nhan dang va do
chinh xac cao hon so v6i cac phién ban trudec.
Hinh 2 mé ta mdi quan hé giita s6 lwong tham
s6 (params), thoi gian xir Iy trén mdi hinh anh
(ms/img) va mAPval50-95 (Ia mot chi s6 do
luong d9 chinh xac ctia cdc mo hinh phat hién
dbi tuong, duoc tinh toan bang cach ldy trung
binh d¢ chinh xac trung binh trén mat loat cac
nguong giao thoa trén ti 1¢ gitra dién tich giao
nhau va hop nhét -IoU tir 0.5 dén 0.95 véi bude
tang 0,05) cho bén thuat toan YOLOVS,
YOLO6, YOLOvV7 va YOLOvS. Két qua hinh
1 cho théy, YOLOV8 vuot qua cac thuat toan
khac vé chi s6 mAPval50-95 trong cing luong
tham s6 va thoi gian. Yolov8n 14 phién ban nho
gon cua mo hinh Yolov8, dugc tdi uu hoa cho
cac thiét bi co hiéu nang thép nhu dién thoai
thong minh va thiét bi bién. N6 van giir dugc
kha niang phat hién ddi twong chinh xac tot
nhung véi tdc do xir Iy nhanh va tiéu thy it ning
lugng.
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- MobilenetV2-SSDLite: 1a mdt mo6 hinh
phat hién ddi tuong dugc xay dung dua trén sy
két hop gita hai thanh phan chinh 1a
MobileNetV2 va SSDLite. M6 hinh thuong
duoc st dung trong cac img dung yéu cau tinh
toan nhanh va téc dd nhan dang cao, hi¢u qua
dé phat hién d6i tugng trén cac thiét bi co tai
nguyén han ché nhu dién thoai di dong hoac
thiét bi bién (Sandler et al., 2018)

- EfficientDet-D0: EfficientDet la mot
thuat toan phat hién ddi tuong duoc phat trién
boi Google Al vao nam 2020. N6 duoc thiét ké
dé dat dugc hiéu qua cao vé ca tbe do va do
chinh xac. EfficientDet-DO 1a phién ban nho
nhit trong loat mo hinh EfficientDet, thuong
duoc st dung khi cAn mot mo hinh nhe nhang
véi toe dd du doan nhanh va yéu cau bo nhd it.
Mic du c6 it tham s6 hon so véi cac phién ban
16n hon, nhung EfficientDet-DO van c6 kha
nang phat hién ddi tuong hiéu qua trén nhiéu tac
vu va tap dir li¢u khac nhau.

Mo hinh YOLOvVS8n, EfficientDet-D0, va
MobilenetV2-SSDLite 1a m6 hinh co s& dé thuc
hién hoc chuyén giao véi bg dit li€u trom trén
cac thiét bi bién dé danh gia toc do xir 1y va do
chinh xac.

4. THU NGHIEM VA PANH GIA
4.1 Thir nghiém

B dir li¢u thtr nghiém gém 598 anh duoc

lay ra tir cac doan phim lién quan dén trom cip

tai san cua bao vnexpress (n.d.) voi moi truong

1a trdm trong nha, 4nh sang ti, hinh dang trom
thuong mac 4o khodc, doi non, deo khéu trang,
mat vai truong hop cam dao (hinh 3).

(b)

Hinh 3. Anh dugc trich xuat tir doan phim dung
cho qua trinh huan luyén, (a) la khong c6 trom, (b)
cO trom

B6 dir liéu dugc chia thanh ba tap dir li¢u
con la: tap huan luyén 418 anh (70%); tap tap
xéac thyc 121 anh (20%); tap kiém tra 59 anh
(10%). Cac mo hinh thtr nghiém dugc dugc
thyc hién trén may tinh PC cdu hinh (CPU
G3240 @ 3.10GHz, GPU GTX 1060 3G, 12GB
Ram, 1TB HDD). Céc thiét bi bién dugc sir
dung dé thtr nghiém cho cac mé hinh sau khi
hoc chuyén giao 1a RPi 3B+, RPi 4B, Jetson
Nano. Pay la céac thiét bi phé bién trén thi
truong va gia thanh khong cao. Chi tiét thong
tin cau hinh & bang 1.

Bang 1. Danh sach c4u hinh cac thiét bi

RPi 3B+ RPi 4B Jetson
Nano
CPU Quad core Quad core Quad-core
Cortex AS53 Cortex A72 ARM AS57
1.4GHz 1.5GHz 1.43 GHz
GPU Khong Khong 128-core
Maxwell
RAM 4GB 4GB 4GB
HDD 32GB 32GB 32GB
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Hiéu qua cua mo hinh duoc do luong bang
chi s6 AP (Average Precision) va toc dg xur ly
cac khung hinh thiét bi trén gidy (Fps) cua thiét
bi.

4.2 Panh gia két qua

Theo phén tich két qua bang 2, cac mé hinh
sao khi hoc chuyén giao d0 chinh xac AP tai tap
huan luyén tuong ddi trén 80%, tap kiém thir
thip hon chi trén 76%. Do do F1-Score cho thy
mo6 hinh duoc hoc chuyén giao tir YOLOvSn ¢
t6t hon cac md hinh con lai. Cac trudong hop
nhan dang sai thuong do hinh anh mo, khong
13, ké trom dimg gan d6i twong khac (ti, ban,
ghé) hay nham 14n trom va ngudi c6 hanh dong
tuong tu trong anh (hinh 4)

2023 Sun 63:43:00

trom nhiéu

Hinh 4. Anh nhan dang sai (a)(c)(e) va anh
nhéan dang dung (b)(d)(f) trong cung doan
phim

Bang 2. Két qua do do chinh xac ciia
cac mo hinh

Thuit toan AP AP F1
train test Score
(%) (%) (%)
YOLOv8n 94.2 92.1 90.9
EfficientDet-D0O 87.3 84.6 82.4
MobilenetV2 80.4 76.8 72.6
SSDLite

Pbi vai toe do xir Iy (FPS) trén cac thiét bi
(bang 3), m6 hinh YOLOv8n c6 téc d6 cao hon
cac mo hinh khac tir 1-2 Fps (Rpi 3B+), 3-4 Fps
(RPi 4B), 5-7 Fps (Jetson Nano).

Bang 3. Két qua do do toc do xur 1y cua cac

mo hinh
Rpi 3B+ RPi 4B Jetson
(FPS) (FPS) Nano
(FPS)

YOLOv&n 5.3 9.5 15.4
EfficientDet 3.6 6.5 10.2
DetD0O
MobilenetV2 4.4 5.2 8.5
SSDLite
5. KET LUAN

5.1 Két luin

Mic du k¥ thuat nhan dang ddi tuong trong
anh, video da co6 su phat trién manh mg& trong
hon trong thap ky qua, nhung nhiéu mé hinh
deep learning c6 cdu tric phuc tap, yéu cau
nhiéu tai nguyén tinh toan dé huan luyén va
trién khai, ddc biét 1a trén cac thiét bi co tai
nguyén han ché nhu thiét bi di dong hodc thiét
bi bién. Trong nghién ciru nay, ching toi dé
xuat xay dung hé théng phat hién trom thoi gian
thuc trén thiét bi bién su dung k¥ thuét hoc
chuyén giao v6i dir liéu 1a ké trom trén cac mo
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hinh YOLOv8n, EfficientDetD0, MobilenetV?2
SSDLite. Két qua cho thdy mo hinh YOLOvS8n
c6 d6 chinh xac tbt va thoi gian xtr 1y 9.5 FPS
trén thiét bi Raspberry Pi 4 Model B. Pay la
thiét bj dang pho bién trén thi trudng véi chi phi
thp. Vi vay, nghién ctru kha thi khi 4p dung dé
xay dung hé théng phat hién trom trén thuc té.

5.2 Huwéng phat trién

B6 dir li¢u nghién ctru duoc lya chon tur
doan phim quay lai canh trom cép chii yéu trong
nha nén can phai thu thap thém cac dir liéu vé
cac moi truong nhan dang trom khac nhau nhu:
trom ¢ hang rao, trom xe may, ... Ngoai ra, két
qua nghién ctru cho thay c6 thé sir dung k¥ thuat
tuong ty dé xay dung hé thong nhan dang d6i
tugng khac trén thiét bi bién.
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GENERAL INFORMATION ABSTRACT

Received date: 07/03/2024 Currently, surveillance cameras are increasingly widely used in
) family apartments, due to advances in hardware technology, high
Revised date: 16/04/2024 connectivity, and low cost. Integrating cameras with different
Accepted date: 07/05/2024 edge devices into the smart home ecosystem is becoming popular
to create a common controller for other devices such as lights,

doorbells, and temperature. However, cameras, due to limited

KEYWORD hardware resources, usually only support simple motion and
; S person recognition techniques. In this study, we build a real-time
Thief detection,
) thief detection model based on transfer learning techniques on
Edge Computing; . .
. popular edge devices. Experimental results show that the model
Transfer learning; has the lowest inference speed 3.6 FPS (Raspberry Pi 3 B+), 6.5
Object detection. FPS (Raspberry Pi 4 B), and 10.2 FPS (Jetson Nano), with AP

(test) accuracy over 60%. Therefore, the system is feasible when
deployed in practice.
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