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TOM TAT

Tinh két ndi va s6 ching két ndi 1a hai thudc tinh quan trong cuia
mang tuy bién da chang. Khi xem xét van dé bao mat, viéc thiét
1ap dudng truyén da ching an toan 12 mot thach thirc vi mot nit
trung gian co lién két voi cac nat & phia trude co thé khong an
toan dé nhan dir liéu tir cac niit d6 va nguogc lai. Dé phan tich
dic tinh nay, ching t6i str dung d0 thi hinh hoc ngiu nhién dé
md hinh hoa mang tuy bién da chang c6 su hién dién cua nhiéu
thiét bi nghe 1én trong truong hop bao mat xau nhét 1a khi thiét
bi nghe 1én théng dong v6i nhau. Tiép theo, ching toi dé xuat
phuong phap phan tich dwa trén mé phong dé cé duge cac diém
vé tinh két n6i, phan b sé ching va s6 ching trung binh trong
nhiéu kich ban danh gia khac nhau. Két qua mé phong cho thay
rang tinh két ndi dat gia tri bdo hoa 1a 0,93 khi mat do nat hop
phap 1 1,88x107 nat/m2. Ngoai ra tham s6 hinh dang ctia kénh
fading Nakagami chi lam tinh két ndi giam 5,62% so véi
29,96% ctia mat do nit nghe 1én. Cac két qua trong bai bao nay
cung cap nhimng thong tin ¢6 gia tri trong viéc thiét ké va danh
gia mang tity bién da ching co xét dén bao mat.

mang cam bién khong day, dir li¢u dugc thu
thap tai moi cam bien dugc chuyén ticp dén mot

mang khong day phi tap trung, bao gdm nhiéu
nut di dong khong day tao thanh mang tam thoi
ma khong str dung bat ky co sé han ting ¢ dinh
hodc quan tri tap trung (Sarkar et al., 2013). Tuy
theo nhitng tng dung cu thé, mang AHWN co6
thé duoc phan loai thanh mang cam bién khong
day trong d6 nhiéu cam bién chuyén dung duoc
phan tan trén bé mat dé ghi lai cac diéu kién vat
ly cia mdi truong xung quanh (Agarkar et al.,
2020). Trai nguoc voi mang AHWN, trong

nat trung tim ctia mdi nhém cam bién (Rekha
et al., 2020). Do tt ca cac nut khong day déu
thuc hién truyén thong rong rii nén mang
AHWN dé bi nghe 1én va tan cong mao danh.
Thong thuong cac thuat toan mat ma ddi xtimg
duoc st dung dé bao vé tinh bao mat va xac
thuc cua thong tin lién lac. Cac thuat todn ma
hoa cip bit ndy c6 mot sé nhuoc diém, chiang
han nhu bao vé chuan hoa trong cic mang
khong day cong cong co thé khong du an toan
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va ngay ca khi c6 cac giao thic xac thyc va ma
hoa nang cao ching van yéu cau cac rang budc
manh va chi phi cao. Pac biét trong cdc mang
khong day dong nhu mang AHWN, noi cac nut
di dong co6 thé ngiu nhién tham gia va roi khoi
mang bit ¢t luc ndo, vin dé phan phdi chia
khéa cho cac hé thong mat ma ddi xtng tré nén
kho khin hon. Hon nita, tit ca cac k§ thuat ma
hoa dua trén khoa déu dya trén gia dinh ring vé
mit tinh toan, chung khong kha thi dé giai ma
néu khong c6 thong tin vé chia khoa bi mat. Tuy
nhién, do sy tién bd nhanh chong ctia cong nghé
may tinh, ké tdn cong c6 thé thuc hién tim kiém
khoa toan dién (con goi 13 tin cong brute-force)
v6i hy vong cudi cing s& doan ding chia khoa.
Do d6, mot co ché bao mat thay thé, cu thé 1a
bao mat 1y thuyét thong tin hodc bao mat 1op
vat Iy (PLS), da dugc gidi thi€u. Phuong phap
bdo mat moi nay tdp trung vao kha nang bao
mat cua cac kénh khong day. Viéc ap dung cac
ky thuat bao mat 16p vat Iy cho mang AHWN
s0 voi cac ki thuat mat ma truyén théng co hai
vu diém. Pau tién, cac ki thuat bao mat 16p vat
Iy khong dua vao do phuc tap cua tinh toan ma
khai thac tinh ngau nhién vén c6 cta nhidu va
céc kénh truyén thong dé han ché luong thong
tin ma nat nghe 1én c6 thé trich xuét. Thir hai,
cac phuong phap bao mat 16p vat 1y co thé thuc
hién giao tiép bi mat qua cac kénh khong day
ma khong can sir dung khéa ma hoa; do do,
chung rat pht hop v6i mang AHWN vi khong
can thém cac goi tin diéu khién.

Lich st cua PLS bat dau tir phan tich 1y
thuyét thong tin bao mat ciia Shannon
(Shannon, 1949), sau d(’) duogc phat trién thanh
cong trinh ctia Wyner vé kénh nghe 1én (Wyner,
1975), trong d6 may phat mudn truyén dat cac
thong di€p rleng tu qua kénh chinh trong khi nut
nghe 1én co0 gang truy cap bat hop phap vao
kénh lién lac nay. Gan day, viéc phan tich PLS
ctia cac mang quy mo 16n da thu hut duoc nhiéu
su chu ¥ cia cac nha nghlen ctru. Khong glong
nhu v6i mang diém-dén-diém, viéc giao tiép
gifra cac nut trong cdc mang quy mod 1én phu
thudc rat nhiéu vao vi tri va tuong tac giira cac
nut.

2. PONG LUC VA PONG GOP

Nhu da trinh bay ¢ trén, mac du cac tinh
nang vé khé ning két nbi hodc sd ching cua
duong truyén da ching trong mang khong day
da duoc tim hiéu rong rdi, nhung c6 rat it nghién
ctru tap trung vao viée phan tich ddng thoi hai
dac tinh co ban nay. Cu thé, trong bai bao
(Ibrahim et al., 2021) cac tac gia nghién ctru
hiéu suét cta hai k¥ thuat dinh tuyén phu hop
cho mang mmWave, cu thé 1a ky thuat sb chang
t6i thiéu (MHC) va k¥ thuat chuyén tiép LoS
gan nhat dén dich véi MHC (NLR-MHC). Cac
mod hinh phan tich duogc cung cip dé danh gia
hiéu suat cta hai k¥ thuat dinh tuyén nay bang
cac cong cu tir hinh hoc ngu nhién. Céc tac gia
trong bai bao (Li et al., 2022) dwa ra mot bicu
thirc phan phdi sb ching trong mot mang tuy
bién hitu han theo cac giao thirc dinh tuyén s6
ching tdi thiéu. Bing cach st dung phan phdi
nut theo quy trinh diém nhi thtrc, mang duogc
cung cap trong bai bao 1a mot Vung g101 han voi
tat ca cac nut dugc phan phdi ngu nhién va
ddng déu. Trong bai bao (Xiao et al., 2021), tac
dong cua va cham gc')i tin trong 1(')]3 diéu khién
truy cap kénh truyén (MAC) d6i voi xac suit
két ndi cua mang két ndi phuong tién giao
thong. Piém chung cia tit ca cac cong trlnh
dugc dé cap ¢ trén 1a déu bo qua van dé vé két
nbi an toan. Bé truyén thong phit hop trong mot
s6 trudng hop, két ndi gitra hai nat trong mang
tiy bién khong day phai dap ung ca hai rang
budc vé suy giam cong suét tin hiéu nhan dugc
va tinh bao mat cua lién két. Mit khac, vi cac
dudng truyén trong mang tiy bién khong day
thudng bao gdm nhiéu ching nén viéc dam bao
su an toan cho dudng truyén da chang 1a rat kho
khan (Chen et al., 2018). Ching ta nén luu y
rang diéu kién dé c6 lién két khong day gitra hai
nut khong phu thudc vao didu kién dé dam bao
lién két nay an toan. Vi dy, lién két khong day
giita hai nat ton tai, nhung lién két d6 c6 thé
khong an toan dé truyén thong va nguoc lai. Do
d6, viéc thiét 1ap cac duong truyén da ching an
toan trong cac mang dong nhu trong mang tuy
bién khong day cuc ky phtc tap vi mot nut
trung gian c6 thé dugc két ndi voi mot tap hop
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nhét dinh cac nit trudc d6 va chi an toan dé
nhan dir licu tor mot tdp hop khac cac nit trude
do. Trong bai bao (Zheng et al., 2022), mac du
cac tac gia da dé xuat mot giai phap d6 1a nut
hop phép gui tin hiéu gy nhiu véi mot xac
suat nhat dinh dé danh bai nhiing nit nghe 1én
va phan tich x4c suit mit két ndi va xac suit
mét bao mat dé danh gia do tin cdy cua dudng

truyén, tuy nhién cac tac gia khong phan tich
anh hudng cua cac yéu té nay 1én sb ching cua
duong truyén. Trong phan sau, ching toi sé dua
ra mdt vi du cu thé, cho théy hiéu tng Kkét hop
ctia bao mat va fading kénh anh huéng dén sb
ching va dic diém két ndi cua duong truyén
giita hai niit hop phép dugce chon ngiu nhién
1am nat ngudn va nat dich.

(a)Sbéchang=4 (b) S6 chdng =5

(d) Sé chang =

(c) Sé chang =«

Hinh 1.T4c dong ctia nit nghe 1én 1én s6 ching va tinh két ndi cua dudng truyén giita niit ngudn
(S) va nut dich (D) hop phép.

Hinh 1 minh hoa su xuét hién cta nat nghe
1én (dwoc biéu thi 1a dau hoa thi mau do) anh
huong 16n dén s6 chang va két ndi ciia dudng
truyén da ching ngan nhat giita nat ngudn (S)
va nut dich (D) hop phép trong mang AHWN.
Cu thé, trong Hinh 1(a), khi khong ¢ nit nghe
1én trong mang, dudng truyén ngan nhat tir S
dénD1aS— 11 - 15> 14 - D, c6 s6 chang
1a 4. Tuy nhién, vi nat nghe 1én ton tai gan I5
nhu trong Hinh 1(b), dudng truyén ngan nhat tir
SdénDselaS—>11 ->12 513 > 14> D, co
s6 ching 12 5. Luu ¥ rang tuong ty nhu truong
hop trong Hinh 1(a), I6 khong c6 lién két khong
day véi nhitng ntt hop 1€ khac do hién tuong
fading cua kénh truyén. Hon nita,16 khong an
toan (duoc thé hién bing nén do) dé nhan dir
liéu tir bat ky nat hop phép nao. Nguoce lai, 15
khong an toan dé nhan dit liéu tir 11 (tic 1a két
nbi I1 — I5 khong théa man rang budc bao mat),
nhung an toan dé nhén dit liéu tir I3. Do do, I5
dugc biéu dién dudi dang mot nira vong tron
xanh ntra vong tron do. Trong truong hop té
nhét, khong c6 duong truyén thong tin an toan
nao tir S dén D vi I1 khong an toan dé nhan di
lidu tir S nhu trong Hinh 1(c) va 14 khong an
toan dé nhan dir liéu tir I3 va IS nhu trong Hinh
1(d). Tom lai, tiry thudc vao diéu kién kénh, mot
lién két khong déy giira hai nat hop phap dugc
thiét 1ap hodc an toan dé guri dir liéu. Cac thudc

tinh nay ddc lap; do d6, mot nat hop phap co
thé két nbi v6i mot nat hop phap khac, nhung
lién két khong day gita chung c6 thé khong an
toan dé gui dir liéu va nguoc lai. Do do, kha
nang két ndi va s ching ciia cac dudng truyén
bao mat da chang trong mang AHWN cuc ky
phtic tap vi dudng truyén bao mat da ching gitta
S va D chi c6 thé thiét 1ap thanh cong néu nut
dung trung gian hop phap déu c6 it nhat mot
lién két khong day an toan.

Tir quan sat trén, ching t6i quan tim dén
viéc dua ra mot nghién ctru sdu sic vé sd ching
va dic diém két ndi cua duong truyén da bude
ctia mang AHWN c6 xét dén bao mat. Dé hoan
thanh nhiém vu nay, chung t6i dé xuat mot
phuong phép phan tich dya trén mé phong cé
thé cho ra phan phdi s6 ching, so ching trung
binh va kha ning két ndi cia mang AHWN da
chang dudi cac rang bude bao mat. Nhitng dong
gop chinh ctia bai bao nay c6 thé duoc tom tit
nhu sau:

Khac voi cac cong trinh trudc day chi xét
dén tinh két ndi bao mat (Zheng et al., 2022)
hoac sb chang (Ibrahim et al., 2021), (L1 et al.,
2022) cua cac duong truyén da ching hodc
nghién ctru ca hai thong sé nay (Dung et al.,
2018) ma khong tinh dén van dé bao mat, trong
bai bao nay chiing t6i phén tich s ching va tinh
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két n6i ctia dudong duong dan da ching gitra hai
nat hgp phap bat ky dudi su hién cuia nhiéu nut
nghe 1én phan bo ngau nhién trong mang.

Chung t6i st dung db thi truyén thong bao
méat dé mo hinh hoéa mang AHWN co6 xét dén
bao mat véi vi tri ngau nhién ctia nat hop phap
va nat nghe 1én va fading kénh thay d6i. Sau do,

chung t6i dé xuat mot phuong phap dé phan tich
k¥ ludng dic tinh ctia s6 ching va kha nang két
nbi ctia mang AHWN nay duédi tac dong cua
nhiéu yéu td khac nhau nhu ché d6 hoat dong
thong dong ctia nut nghe 1én, diéu kién kénh
(muc do nghiém trong cua fading bién d¢ tin
hiéu), giao thirc dinh tuyén va mat dé nat hop
phap va nut nghe 1én.

Bang 1. Dac diém chinh cia cong trinh trong bai bao nay va céc cong trinh nghién ctru da duoc
cong bo cua cac tac gia khac.

Dic diém
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(a) Nat hop phap, p, = 100/400° = 6,25x10* nat/m’.

(b) Nat nghe 1én, p, = 6/400° = 3,75x10°° nat/m’.

Hinh 2. Vi tri ngau nhién ctia nt hop phap va nat nghe 1én theo phan phdi Poisson véi mat do
nat khéc nhau.

Chung t6i cung cip cac dic diém riéng biét

cua sO chang va kha nang két noi cling nhu moi

quan h¢ gitra ching trong kich ban danh gia
khac nhau dé tim ra mot so thong tin mai va co
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gia tri cho viéc thiét ké va danh gia mang tuy
bién da chang c6 xét dén bao mat.

Pé lam rd su khac biét giita cong trinh
nghién ctru cua chung t6i trong bai bao nay va
cac cong trinh nghién ctru da duoc cong bd cua
céc tac gia khac, chiing toi cung cAp tom tit cac
dic diém chinh cua cac cong trinh nghién ctru
nay trong Bang 1.

Phan con lai cia bai bao nay duoc td chuc
nhu sau. Muc 3 m6 ta mo hinh hé théng, bao
gdm phan phdi nat, kénh khong day va két nbi
an toan dugc st dung trong bai b4do nay. Muc 4
trinh bay phuong phap phan tich dua trén mo
phong dugc dé xuat dé phan tich s6 luong hop
va dic diém két ndi cua dudng truyén da ching
gitta hai niit hop 1& ngau nhién trong mang
AHWN khi ¢6 su hién di¢n ctia nhitng ntit nghe
1én théng ddng. Muc 5 trinh bay cac két qua va
thao luan vé sb ching trung binh va két ndi cta
mang AWHN thu dugc tir nhiéu kich ban mo
phong khac nhau. Cudi cung, mot sé nhan xét
két luan dugc dua ra trong Muc 6.

3. MO HINH HE THONG
3.1. Phan bo miit

Tt ca cac nit khong diy bao gdm nat hop
phéap va nat nghe 1én trong mang AHWN dugc
xem x¢&t trong bai bao nay duogc gid dinh dugc
phan b ngiu nhién trong moét khu vuc hinh
vudng 4 = a x a theo phan phdi dong déu vai
mat do nut p = N/A4, trong d6 N 1a ) lugng nut
(N =N, dbi véi nat hop phap va N = N, d6i véi
nuat nghe 1én). Tir 46 xac sudt mot nit ndm trong
mot dién tich nho 514 p = 9/A4. Sau d6, sb luong
nat ¢ nam trong & tuan theo phan phdi nhi thirc
v6i ham khdi xéac suét (pmf) duoc dua ra boi
p'(1-p)

P(Q=q)=— 1)

q'(N-q)

Theo biéu thirc (1), khi A — oo va cac thong

s6 khac khong d6i, phan phdi nhi thiic c6 thé
dugc xap xi thanh phéan phdi Poisson, tuc 13,

P(0=q)=L-¢", 2)

Trong d6 n=E(Q) = pdvéi p= p= N la®
va p= p. = N. /a* tuong g véi mat d6 nut cia
nut hop phap va nat nghe 1én.

Hinh 2 minh hoa vi tri ngﬁu nhién cda nuat
hop phdp va nat nghe 1én trong mot khu vuc
hinh vudng c6 kich thudc 400 m x400 m theo
phan phdi Poisson v6i mat d6 nut 1an luot 1a py
= 100/400? = 6,25x10~* nut/m? va p. = 6/400°
=3,75x107° nit/m’.

3.2. Kénh truyén khong day

Két ndi khong déy giita hai niit trong mang
AHWN duoc xem xét trong bai bao nay duoc
dic ta bang suy hao dudng truyén quy mé 16n
va fading Nakagami-m quy md nho. Déi voi
fading Nakagami-m, ham mat d6 xac suét (pdf)
cua bién do tin hiéu U tai nut thu la

2 (m\" ., mu’
fU(u)zm(aj u exp(— o J, 3)

Trong d6 I'(-) 1a ham Gamma va Q = E(u?)
la cong sut trung binh cua tin hiéu nhén dugc,
phan anh mirc d¢ gian cua fading Nakagami-m.

Luu ¥ rang thong s tham s6 hinh dang m
cia fading Nakagami-m biéu thi muac do
nghiém trong cua fading bién d¢ tin hi¢u nhan
duoc. Pac biét khi m = 1, fading Nakagami tré
thanh fading Rayleigh, tuc 1a,

f (u)=25“exp[—“5} )

Véi m < 1 biéu thi mirc d6 fading nghiém
trong hon fading Rayleigh va nguoc lai.

Nhu vay dudi tdc dong chung cia suy hao
duong truyén quy mo 16n va fading Nakagami
quy md nho, cong suat nhan duoc P, (P, = Py
tai may thu hop 1€ va P, = P, tai may nghe 1én)
d6i véi cong suat truyén P; cy thé duge cho bai
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P=u"—P, 5
dal ()

Trong do d 1a khoang cach gitra hai nlt, «
13 hé sb suy hao dudng truyén.

Tt biéu thire (5), su suy giam cong suét tin
hiéu c6 thé duoc tinh nhu sau

y(d)=2i=L (©)

Va duoc thé hién theo don vi dB la

b
y(d), = IOIOg(Fj

=al0log,,(d)—20log,, (u). (7)

Theo dinh nghia, lién két khong day gitra
nut ton tai néu do suy giam cong suét tin hiéu
nhan duoc tai may thu nho hon hodc bang
ngudng nhat dinh n, d6 13 ¥ < yn.

3.3. Két ndi an toan

Khéc v6i nhitng cong trinh trude ddy vé
mang AHWN da ching véi phan tich két ni
gitta cac nut khong cé rang budc bado mat, bai
bao nay xem xét mang AHWN da chang, trong
d6 cac giao tiép gitra nhitng nat hop phap duogc
thuc hién dudi sy hién dién cta nhiéu nat nghe
1én thong dong. Pay 1a trudng hop bao mat xau
nhat khi tit ca nhitng nut nghe 1én trao di tin
nhin va cung nhau xt 1y cac tin nhan d4 nhan
ctua chiing tai mgt don vi xu 1y trung tdm. Khi
d6 cong suét tin hiéu nhan dugc két hop tai mdi
nat nghe 1én sau khi xir 1y tap trung 1a

1
P,=) u;—F, ®)
eeG, dg
Trong d6 G. 1a tap hop tit ca nhimg nut
nghe 1én duogc phan bd trong mang.

Bao mat 16p vat ly dugc sir dung nhu mot
tiéu chi dé danh gia két ndi giita hai nit ¢ an
toan hay khong. Cu thé, theo dinh nghia ctia bao
mat 16p vat 1y, két ni gitra mot may phat hop
phap va mot may thu hop phép dugc dam bao

an toan néu sy khac biét gitra dung luong
Shannon cua kénh may phat hgp phap-may thu
hop phép (hay con goi la kénh hop phéap) va
dung lugng Shannon cua kénh nghe Ién la
duong (Pinto et al., 2008), tuc la,

P P
10g2(1+ ’éj—log2[1+ r§j>0, 9)
O-l Ge
Trong do 6,2 va 062 la do léch cong suét
nhiéu ctia kénh hgp phap va kénh nghe 1én.

Sau khi thuc hién mot sb bién doi dai sb,
cong thirc (9) tro thanh

P,
> R
p 77

re

(10)

Trong d6 £ =or/c? 1a ty 1é bao mat. Noi
cach khac, lién két khong day giita hai nat hop
phap 13 an toan néu ty 1& cong suat nhan duoc
tai may thu hop phap P, so voi cong suat nhan
duoc tai may nghe 1én Py 16n hon ty 1€ bao mat
p.

Puong truyén da chiang an toan két ndi hai
nat hop phap duoc tao thanh mot sb lién két
khong déy an toan. Viéc thiét 1ap duong truyén
da chang an toan nay dya trén giao thuc dinh
tuyén ludn tién vé phia trude (GF) véi hai quy
tac sau: (i) moi nut hop phap déu chon cac nat
hang xém an toan gan dich hon chinh né lam
cac nat chuyén tiép; (i) néu mot nat hop phap
khong thé tim thidy mot nit hang x6m an toan &
ching tiép theo gan dich hon chinh né, thi
duong truyén tir ntit d6 dén dich khong ton tai.
Tiéu chi dugc sir dung dé x4c dinh xem mot nat
¢6 an toan hay khong dé tham gia chuyén tiép
dit liu duoc xac dinh boi biéu thuc (10).

4. PHUONG PHAP PHAN TiCH DUA
TREN MO PHONG PUQC PE XUAT

Trong phan ndy, ching toi dé xuit mot
phuong phéap phén tich dya trén mo phong co
thé su dung cac dac diém cua mat do nut, kénh
khong day, giao thic dinh tuyén, ché @6 hoat
ddng cua nat nghe 1én va yéu cu bao mat dugc
mo ta trong Muc 3 1am tham s6 dau vao.
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« PMF cia phan phéi sé chang
* Tinh két néi dwerng truyén
tbng thé

Hinh 3. C4u tric cua phuong phép phan tich
dua trén moé phong dugc de xuat.

CAu trac ctia phuong phap phan tich dwa
trén mo phong duoc dé xuit dugc trinh bay
trong Hinh 3. N6 bao gém hai phan chinh: phan
dau tién 12 mot thuat toan co thé cho ra trang
thai két nbi va sb chang tuong ung ciia dudng
truyén an toan ngan nht giira hai nat hop phap
ngiu nhién, trong khi phan thtr hai 1a mot thuat
toan khac str dung két qua du ra cua thuét toan
dau tién dé tra vé két ndi dudng truyén tong thé
va sd chiang trung binh. M6 ta chi tiét vé& hai
phan nay s& dugc cung cp trong cac tiéu muc
sau day.

4.1. Céc hoat dong ciia thuat toan thir nhat

Muc tiéu chinh cua thudt todn nay la tim tat
ca cac duong truyén da chang kha dung gitra hai
nat hop phap ngau nhién va cung cap sé ching
ctia dudng truyén ngan nhat. Thuat toan ndy sir
dung vi tri ctia nhimg nat hop phap trong db thi
nut hop phap G(p), vi tri cua nhirng nat nghe
1én trong do thi ndt nghe 1én G(p.), diéu kién
kénh khong day (a, m, Q2), ngudng suy gidm tin
hiéu ynva ty 1€ bao mat f.

So véi thuat toan tim dudng ngin nhét cia
Dijkstra (Johnsonbaugh, 2009), thuat toan dugc
dé xuat khong can d6 thi dugc két ndi 1am thong

s6 dau vao. Do d6, né hiru ich cho mang
AHWN khi mang duoc két ndi co thé khong
phai lac nao cling kha dung do tinh di dong cua
nat va chat luong lién két khong day thay doi
nhanh chong. Hinh 4 trinh bay ma gia cua thuat
toan nay. Quy trinh hoat dong ctuia né s€ dugc
tom tit trong cac giai thich timg budc sau déy.

» Budc 1: Dya trén thong tin d6 thi nit
hop phap G(p), vi tri cua nhitng nat nghe 1én
trong do thi nut nghe 1én G(p.), diéu kién kénh
khong day (a, m, Q), ngudng suy giam tin hi¢u
#n va ty 18 bao mat S, thuat toan nay bat dau
kiém tra két ndi truc tiép giita nut ngudn va nut
dich c6 kha dung va an toan hay khong (tham
khao Dong 2-5). Cu thé, néu do suy giam tin
hiéu tai nut dich nhé hon hoic bang ngudng, tic
13 (sre, dest) <y, niit dich co6 thé giao tiép truc
tiép v&i nguon. Tiép theo, tinh bao mat ctia giao
tiép truc tiép nay duoc kiém tra bang cach sir
dung tiéu chi trong biéu thirc (10) v6i cong suat
nhén duogc tai mbi thiét bi nghe 1én duoc dua ra
boi biéu thirc (8). Thuat toan tra ra hop count =
1 néu diéu kién thiét lap lién két va diéu kién
bao mat lién két déu duoc thoa min (tham khao
Dong 8). Néu khong, no sé& tra vé& hop count =
oo va dung thyc thi (tham khao Dong 6).

e Budc 2: Néu lién két bao mat truc tiép
giita ngudn va dich khong ton tai, thuat toan sé
tim kiém tat ca cac dudng truyén da ching co
thé gitta chung. Khi bit dau qua trinh nay, tat ca
cac nat con bao mat cia nut ngudn (tlc 13 nat
ngudn sir dung giao thirc dinh tuyén GF dé xac
dinh cac nuat 1an cén c6 lién lac khong day bao
mat v&i nd) duge tim. Néu nat ngudn khong cd
bat ky nat con nao, thi rd rang 1a khong thé thiét
lap duoc duong truyén tir nit ngudn dén nht
dich; do d6 hop count = o (tham khao Dong 10—
12). Néu khong, cac niit con bao mét ciia ngudn
dugc thém vao danh sach gonna_chk_nodes dé
ching sé dugc kiém tra dan sau do. Béng thoi,
thong tin (ID nut, hop count = 1) cla cac nuat
con bao mat niy ciia ngudn duoc ghi lai trong
bang hopcount cache.
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Get the hop count of chk_node from hopcount_cache and assign to hc_chk_node;
Add the ID and current hop count of chd_node, i.e., hc_chk_node + 1, to already_chk_node;

if the current hop count of chd_node < previous one in already_chk_node then
Update hop count of chd_node in already_chk_node with the current one;

1  SecAHWN_HC(G(p), G(p.),o,m, Q,ymB)
2 if y(src, dest) < ya then
3 Pu(src,dest) = Eq. (5);
4 Pre(src,eave) = Eq. (8);
5 if Py(src,dest)/ Pre(src,eave) < B then
6 hop count = Inf;
7 else
8 l—/wp count=1;
9 else
10 Find secure child nodes of src;
11 if secure child nodes of src = @ then
12 hop count = Inf;
13 else
14 Add secure child nodes of src to gonna_chk_nodes list;
15 Store node IDs and hop count =1 of these nodes into hopcount_cache table;
16 while (gonna_chk nodes # @)
7 for each clik_node in gonna_chk_nodes
18
19 Find secure child nodes of chk_node and put into child_nodes list;
20 for each chd_node in child_nodes
21 if chd_node ¢ already_chk_node then
22
23 Add chd_node to gonna_chk_nodes;
24 else
25
26
27 Add chd_node to gonna_chk_nodes;
28 Remove chk_node from gonna_chk_nodes;
29 if dest € already_chk_node then
30 L L hop count = hop count of from src to dest; break;
31 if dest ¢ already_chk_node then
32 L L hop count = Inf;

33 return (hop count)

Hinh 4. M3 gia cta thuét toan thir nhat dé 14y s ching va tinh két nbi ciia dudong dan da ching
gitra hai nat hgp 1€ ngau nhién.

e Budc 3: D6i voi mdi niit con an toan
cia cac nut dugc luu trt  trong
gonna_chk_nodes, néu s6 ching dén no chua
duoc biét, sb chdng maéi nay s€ dugc tang thém
mot, tic 1a hc_chk node = hc_chk node + 1,
trong hopcount cache va ID nut ciia n6 dugc
thém vao gonna chk nodes (tham khao Dong
22-23). Trong trudng hop s6 chiang dén nit con
an toan ndy da ton tai trong hopcount cache,
nhung s6 ching mdi nhat nho hon sb ching
trude do, sé ching dén nut con an toan nay sé
dugc thay thé bang gié tri nho hon va ID ciia n6
dugc thém vao danh sach gonna chk nodes
(tham khao Dong 26-27). Sau khi mot nut dugc
kiém tra dé tim cac nit con an toan cta nd, nht

do6 s€ bi x6a khoi danh sach gonna _chk _nodes.
TAt ca cac quy trinh tor Dong 17-28 duoc lap lai
mién 1a danh sach gonna chk nodes khong
tréng. Néu c6 thé dén nut dich trong thoi gian
nay, thuat toan s& dimg thuc thi va tra vé sd
ching cua dudong truyén ngin nhét giita nut
ngudn va nut dich (tham khao Dong 29-30).
Néu khong, thuat todn s¢€ tra vé 86 chang = oo.

Luu ¥ rang thuat toan nay mang tinh phd
quat va co thé duge st dung dé c6 duge sd
ching gitta hai nt ngiu nhién trong mang
AHWN da chiang khong ¢ bao mat bang cach
loai bo tac dong cua nat nghe 1én, tac 1a dat Ne
=0.
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(d) Pwéng truyén di vong

Hinh 5. Minh hoa céc trang thai két ndi gitta mot ntit hop phap ngudn va mot hop phép dich
duoc chon ngﬁu nhién; a =400 m, N;=200, N.=6, =3, m=1,Q=1, =1, 5 =50 dB.

Thuét toan trén dugc thuc hién bang phan
mém md phong MATLAB va bdn trudng hop
trang thai két ndi co thé xay ra dugc trinh bay
trong Hinh 5. Hai nut hgp phap ngau nhién
duoc chon lam nut nguén va nut dich. Ching
dugc biéu dién lan lugt bang chdm xanh va
cham vang, trong khi nhiing nut hop phéap
khong an toan duogc biéu dién bang chdm do.
Can luu ¥ rang mot nit hop phép dong vai trd
1a nat chuyén tiép khong an toan cho mot nut
hop phép nao d6 c6 thé 1a nit chuyén tiép an
toan cho mdt nat hop phap khac tuy thudc vao

diéu kién bao mat cua lién két khong day giira
chung. Hinh 5(a) trinh bay truong hop nut
ngudn bi chin vi tit ca cac nat lan can cia nd
déu khong an toan dé lién lac. Chi c6 mot nit
dap trng dugc rang budc bao mat, nhung nit nay
khong thé thiét 1ap bat ky lién két khong day
nao véi cac nat khac. Do d6, duong truyén tir
nat ngudn dén nut dich khong kha dung. Cac
duong truyén da chiang gitra nut ngudn va nat
dich ciing khong thé dugc thiét 1ap do khong
comnut trung gian kha dung (Hinh 5(b)) hoac
nut dich bi chan (Hinh 5(¢)).
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Hinh 6. Luu do quy trinh hoat ddng ctia thudt toan thir hai dé c6 duoge két ndi téng thé va

pmf ctia phan phdi sé ching.

Nhiing van dé nay 1a do tac dong két hop
cua rang bugc bao mat va fading, tirc 1a mdt nut
an toan d¢é giao tiép, nhung n6 khong co lién két
khong day vai cac nit trude do hoac nguoc lai.
Khi mot nat ngudn c6 thé giao tiép voi mot nat
dich, duong truyén giita ching thuong ¢ nhiéu
chang (vi du: 11 chang nhu thé hién trong Hinh
5(d)) vi no phai di vong qua céc nut trung gian
khong an toan.

4.2. Cac hoat dong cuia thuat toan thir hai

Thuat toan ndy nham muc dich thu duogc
két nbi tong thé va sb chang trung binh bang
cach khai thac két qua cuathuat toan trude duoc
trinh bay trong Tiéu muc 4.1. Piac biét, thuat
toan nay thu thap sb ching va trang thai két n6i
ctia dudng truyén ngin nhat gita hai nat hop
phap tiy v trong mdi cu trac mang ngau nhién
va dua ra sd ching trung binh tir mot s6 luong
16n cac cdu trac mang. Luu d6 quy trinh hoat
dong cua thuat toan nay dugc mo ta trong Hinh
6 va co thé dugc tom tit nhu sau:
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e Buwéc 1: Pau tién mot dién tich mang
vudng dugc tao ra. Tiép theo N; niit hop phap
va N, nut nghe 1én duoc trién khai ngiu nhién
trong dién tich mang nay theo phan phdi dong
déu.

e Budrc 2: Sau khi hai nat hop phap ngau
nhién duoc chon lam nut nguén va nut dich,
thuat toan dau tién sé kiém tra trang thai két ndi
giita chiing. Néu c6 it nhat mot dudng truyén
giita nlit ngudn va nut dich, thuét toan sé tra vé
s6 chiang cua dudng truyén ngin nhit. Puong
truyén ngan nhat 1a duong truyén co sb ching
nho nhét trong tit ca cac dudng truyén da ching
kha dung.

e Budc 3: B6i v6i mdi chu tric mang, $6
ching % cia dudng truyén ngin nhat va sd
duong truyén c6 sb ching 14 4, ¥, duoc ghi vao
mot ma tran hai cot ic_table. Trong trudong hop
néu gia tri hop count /4 khong ton tai trong
hc_table n6 s& dugc thém vao hc_table va ¥,
tuong tmg s& dugc dit thanh 1. Néu khong, s&
duoc tang thém 1.

Qua trinh trén duoc lap lai ¥1an cho mdi
tham s6 hé thong danh gia. Trong mdi lan chay,
cac vi tri ngau nhién cta nit hgp phap va nit
nghe 1én duoc tao mai va hai nat hop phép tuy
y dugc chon 1am ngudn va dich. Sau khi kiém
tra v6i ¥cau triic mang, thong tin trong ma tran
hc_table dugc su dung dé c6 duogc pmf cua
phan phdi s6 ching. Cy thé, pmf nay 1a hop cua
cac x4c sudt cla tit ca cac dudng truyén k-
ching co thé ¢6 trong ¥cau tric mang. Mdi xac
sudt dugc tinh 13 ty 1& giita s6 luong cdu trac
mang c6 dudng truyén ngan nhat s-ching, ¥,
va tong sb cdu trac mang dugc danh gia, ¥ Vé
mit toan hoc, pmf ctia phan phdi sé ching co
thé dugc biéu dién nhu sau:

Hmax
Pu (h): U o

— (11)
= Y

Loi binh: Xét vé do phtrc tap, thuat toan thar
nhat c6 d6 phirc tap 1a O(nz) do c6 hai vong
lap trong qua trinh lya chon cédc nit trung gian

ciia cac duong truyén da ching kha dung.
Trong khi d6, dd phtrc tap cta thuat toan thir hai
chi 1a O(n) do chi c6 mot vong lap khi lay
thong tin cac gia tri trong mang.

5. KET QUA VA THAO LUAN

Trong phan nay, nhiéu két qua mo phong
khac nhau dugc cung cip dé diéu tra dic tinh
ctia két ndi an toan va sd ching trung binh trong
mang AHWN. Cu thé, chung t61 thyc hi¢n
phuong phap phan tich dya trén mo phong dugc
dé xuét trén chuong trinh md phong MATLAB.
Nut hop phap va nit 1én dugc phan bd ngiu
nhién trong mdt khu vuc mang 400 m x 400 m.
Trong céc tiéu muc sau, ching toi dua ra nhiéu
kich ban d4nh gia khac nhau dé nghién ctru toan
dién s6 chang va dac tinh két ndi cua duong
truyén da ching trong mang AHWN.

5.1. Tac dong ciia mat do nat hop phap

Hinh 7 minh hoa tinh két ndi va sd chang
trung binh ctia dudng truyén ngan nhét giita hai
nut hop phap ngiu nhién thay dbi theo sé luong
nat hop phap N;. Chung t6i tang N; tir 50 1én 300
dé dic trung cho mat d6 nat hop phap thua thét,
vira phai va day ddc. Cac tham sé khac duoc dat
nhu sau: s6 lugng nut nghe 1én N, = 5, hé sé suy
hao dudng truyén a = 3, mirc d6 gidn cua dudng
truyén fading Nakagami Q = 4, ngudng bao mat
p= 1, ngudng suy giam tin hi¢u ym = 50 dB.
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Sé lvong nat hop phap, N,

Hinh 7. Tinh két n6i va s6 ching trung binh
ctia dudng truyén ngan nhat giira hai nat hop
phap ngau nhién thay ddi theo s6 luong niit
hop phap M. a=400m, No=6, =3, m=1,
Q=4, =1, yn=>50dB.
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Nhu quan sat tir Hinh 7, tinh két ndi cia
duong truyén da ching tang nhanh khi N ting
tir 50 dén 175 va sau d6 ting cham trong pham
vi con lai cua N, dat gia tri 16n nhat béng 0,93
khi N; = 300. Trong khi d6 s6 ching trung binh
c6 gia trj thap nhat bang 3,19 khi ;= 50 do mat
d6 nat hop phap qua thip dé c6 dugc dudng
truyén dai. SO ching trung binh dat gia tri tdi da
béng 4,18 khi N; = 50 va sau d6 giam dan khi
N tiép tuc ting do mat do nut hop phap ngay
cang 16n dé tao thanh nhirng dudng truyén ngan
hon.

5.2. Tac dong ciia mat do nuat nghe lén

Hinh 8 mé ta tinh két ndi va sé ching trung
binh ctia dudng truyén ngin nhét giita hai nut
hop phép ngau nhién so véi s6 luong nut nghe
Ién Ne. Ching t6i thay ddi N, tir 0 dén 10. Luu
y rang N, = 0 tuong ung voi truorng hop truyén
thong khong c6 mbi de doa vé bao mat (Dung
etal., 2018).

khong an toan khong dugc phép tao thanh cac
duong truyén nay. Cu thé 1a tinh két nbi giam
con 0.7 khi N, = 10, giam 30% so vdi truong
hop N. = 0. Dong thoi, duong truyen thong tin
phai dai hon do phai di vong dé tranh cac nut
trung gian khong an toan, 1am cho s ching
trung binh tang tr 3.35 1én 4.57 khi N, tang tur
0 dén 10.

5.3. Tac dong cia mirc d fading cia kénh
Nakagami-m

Hinh 9 cho thdy tinh két néi va sd ching
trung binh cta dudng truyén ngan nhét giita hai
nut hop phap thay doi theo mirc d6 fading m ctia
kénh truyén Nakagami. Thong s6 hinh dang m
ctia phan bd Nakagami thay d6i tir 0.5 dén 1.5
dé phan 4nh murc d6 fading nghiém trong hon
hay it nghiém trong hon so v6i kénh truyén
Rayleigh.
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Hinh 8. Tinh két n6i va sé ching trung binh
ctua duong ‘gruyén ngén nhat giita hai ntt hop
phép thay d6i theo s6 lugng nat nghe 1én Ne. a
=400 m, V=175, =3, m=1,Q=4, f=1,
7% = 50 dB.

Tir Hinh 8, chung ta c6 thé thay khi khong
¢6 niit nghe 1én trong mang AHWN, gan nhur
ludn c6 duong truyén gitta hai nat ngudn va
dich hop phép, d6 1a tinh két nbi ~ 1. Khi s6
luong nat nghe 1én tang, kha nang khong thiét
1ap duogc cac duong truyén da ching ciing ting
do su gia ting sd luong cac nut trung gian

Hinh 9. Tinh két n6i va s ching trung binh
ctia dudng truyén ngan nhat giita hai nat hop
phap thay dbi theo mirc d6 fading m ctia kénh
Nakagami. a =400 m, N;=175, N.=6, aa=3,
Q=4,4=1, yn=>50dB.

Chuing ta c¢6 thé thay trong Hinh 9 13 khi m
tang tir 0.5 1én 1.5, tinh két ndi cua dudng
truyén da ching giam nhe, tir 0.89 xudng 0.84.
Trong khi d6, sb ching trung binh ting kha
nhiéu, tir 3.72 1én 4.24. Pic diém nay xuit hién
do viéc tang m 1lam cho fading quy m6 nho bot
nghiém trong hon. No6i cach khac, anh huong
ctia suy hao duong truyén quy mé 16n trd nén
chiém vu thé hon. Tir d6 xac suit co dudng
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truyén dai trd nén 16n hon trong khi x4c suét co
dudng truyén vira va ngin nho di. Ngoai ra, tac
dong cta muc do fading cia kénh Nakagami-m
khong anh huéng nhiéu dén tinh két ndi va s6
chang trung binh so voi tac dong cua mat do nut
hop phéap va ntt nghe én.
6. KET LUAN

Y tudng trong bai bao nay dén tir viéc tim
hiéu cach mdi quan hé doc 1ap giira diéu kién
thiét 1ap két ndi va diéu kién bao mat cua két
ndi anh hudong dén sé chiang va dic diém két ndi
ctia duong truyén da ching gitra hai ntt hop 18
ngau nhién trong mang AHWN. Dé c6 ciu tra
161 cho van dé nay, chung toi da dé xudt mot
phuong phap phén tich dua trén mé phong lay
thong tin vé vi tri ctia nat hop 18 va nat nghe
1én, diéu kién kénh khong day va ché do hoat
dong cua nut nghe 1én 1am dau vao. Dya trén
két qua thir nghiém tir nhiéu kich ban danh gia
khac nhau, mot s6 két luan quan trong cé thé
duoc rat ra nhu sau:

e Viéc tiép tuc ting mat do nat hop phap
khong cai thién dang ké chit lugng cua dudng
truyén da ching. Ngoai ra, mat do nit hop phap
cao chi gitp giam thém s ching trung binh cia
duong truyén da ching nhung khong 1am ting
tinh két ndi cua dudng truyén da ching do sy
hién di€n cua céc nut nghe 1én.

e Viéc co cang nhiéu nut nghe 1én hon
trong mang dan dén tinh két ndi ctua duong
truyén da ching lién tuc giam va lam sé ching
trung binh lién tuc tang, khac véi truong hop
dat dén gia tri bdo hoa cua tinh két ndi khi ting
s6 lwong nat hop phap.

e Tac dong cia muc do fading cua kénh
Nakagami-m dén tinh két ndi va sé ching trung
binh ¢6 mic d6 thip hon so vdi tac dong cua
mat do nat hop phap va nat nghe 1én.

TAI LIEU THAM KHAO

Agarkar, P. T., Chawan, M. D., P. T. Karule,
&P. R. Hajare. (2020). A comprehensive
survey onrouting schemes and challenges

in wireless sensor networks (WSN).
International  Journal of Computer
Networks and Applications (IJCNA) 7(6),
193-207.

Chen, G., Coon, J. P.,&Tajbakhsh, S. E. (2018).
Secure routing formultihop ad hoc
networks with inhomogeneous
eavesdropper clusters. [EEE Transactions
on Vehicular Technology 67(11), 10660 —
10670.

Dung, L. T., & Choi, S. G. (2018). Simulation
modeling and analysis of the hop count
distribution in cognitive radio ad-hoc
networks with beamforming. Simulation
Modelling Practice and Theory 84, 1-18.

Ibrahim, M., & HamoudaW. (2021).
Performance analysis of minimum hop
count-based routing techniques in
millimeter wave networks: A stochastic

geometry approach. IEEE Transactions on
Communications 69(12), 8304 — 8318.

Johnsonbaugh, R. (2009).
Mathematics. Pearson Education.

Li, S., Hu, X., Jiang, T., ZhangR., Yang, L., &
Hu H. (2022). Hop Count Distribution for
Minimum Hop-Count Routing in Finite
Ad Hoc Networks. IEEE Transactions on
Wireless Communications 21(7), 5317 —
5332.

Lu, J., He D.,.&Wang, Z. (2022). Secure routing
in multihop ad-hoc networks with SRR-
based reinforcement learning. [EEE

Wireless Communications Letters 11(2),
362 —366.

Pinto, P. C., Barros, J., & Win,M.Z. (2008).
Physical-layer security in stochastic
wirelessnetworks. Proceedings of 11th
IEEE ICCS 2008, 974-979.

Pramitarini, Y., Perdana, R., Shim, K.,&An, B.
(2024). Exploiting secure multi-hop
transmissions with NOMA networks:

Performance analysis. Proceedings of
IEEE ICAIIC 2024, 359 — 364.

Rekha, & Gupta, R. (2020). Cluster head
election in wireless sensor network: A
comprehensive  study and  future
directions. International Journal of

Discrete



S6: 04-2024 TAP CHI KHOA HOC VA CONG NGHE DAl HOC CONG NGHE DONG NAI

Computer Networks and Applications Wyner, A. D. (1975). The wire-tap channel.
(IJCNA) 7(6), 178-192. The Bell System Technical Journal 54(8),

Sarkar, S. K., Basavaraju, T., & 1355-1387.
PuttamadappaC. (2013). Ad Hoc Mobile Xiao, H., Xiaolan L., ZhangQ.,&
Wireless Networks: Principles, Protocols, ChronopoulosA. T. (2021) Connectivity
and Applications. CRC Press. probability analysis for freeway vehicle

o scenarios in vehicular networks. Wireless
Shannon, C.E. (1949). Communication theory Networks 17, 465474,
of secrecy system. The Bell System
Technical Journal 28(4), 656-71. Zheng, T.X., Chen, X., Wang, C., Wong, K.-K.,

Wane. H. M.. Zhano. Y.. Zhane. X.. & Li 7 & Yuan J. (2022). Physical layer security
%’202'0) ° Se%’rec; agl’l’ d " cove rt in large-scale random multiple access

communications against UAV wireless sensor networks: A stochastic
surveillance via multi-hop networks. /EEE geometry approach. [EEE Transactions on

Transactions on Communications 68(1), Communications 70(6), 4038 — 4051.
389 —401.

ANALYSIS OF SECURE CONNECTIVITY AND HOP COUNT OF
AD-HOC NETWORKS WITH COLLUDING EAVESDROPPERS

Le The Dung®”, Le Ngoc Dung?

'FPT University Ho Chi Minh City
? Dong Nai Technology University
*Corresponding author: Le The Dung, dunglt96@fe.edu.vn

GENERAL INFORMATION ABSTRACT

Received date: 11/08/2024 Connectivity and hop count are two important properties of
multi-hop wireless ad-hoc networks (AHWN). When
considering security, establishing a secure multi-hop path is
Accepted date: 30/09/2024 challenging because an intermediate node that is connected to the

previous nodes may not be safe enough to receive data from those

Revised date: 13/09/2024

nodes and vice versa. To analyze this property, we use stochastic

KEYWORD geometry graphs to model the AHWN with multiple
Colluding eavesdropper; eavesdroppers in the worst-case scenario where the
Hop count; eavesdroppers collude with each other. Next, we propose a

Multi-hop ad-hoc wireless simulation-based analysis method to obtain the path connectivity,
network; hop count distribution, and average hop count under various
Secure connectivity. evaluation scenarios. The simulation results show that the
connectivity reaches a saturated value of 0.93 when the
legitimate node density is 1,88x10~ node/m? In addition, the
shape parameter of the Nakagami fading channel only reduces
the connectivity by 5.62% compared to 29.96% of the
eavesdropper density. The results of this paper provide valuable
information on the design and evaluation of security-aware

multi-hop AHWNE .
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